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Abstract. In the Electronic Health Record (EHR) system, digital sig-
nature is utilized to prevent the medical data from being tampered. How-
ever, users update their medical data frequently and have to sign these
medical data from scratch after updating. Besides, traditional signature
attests the identity of the individual signing the records, which leads to
vast computation cost and the privacy leakage. In this paper, we obfus-
cate users identity information with attribute sets and introduce a semi-
trusted participant–sanitizer to propose the Flexible Attribute-Based
Sanitizable Signature (FABSS) scheme. We prove that our scheme is
unforgeable under generic group model. Through comparison, the FABSS
scheme not only reduces the users computation overhead, but also sup-
ports flexible access structures to implement expressively fine-grained
access control.
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1 Instruction

The EHR system is considered as a sustainable solution for improving the quality
of medical care, referring to the systematized collection of patient and popula-
tion electronically-stored health information in a digital format. In the EHR
system, it is important to guarantee the authentication and integrity of medical
records, and thus digital signature is utilized in the EHR system. However, the
secret signing key of the signature attests to the identity information of patients,
such as names, ages which are not supposed to be shown to the public. With
attribute based signature (ABS), patients sign the records with attributes signing
key issued by attribute authorities according to the patients’ attributes, such as
age : >45, profession : teacher, workunits : Xidian University, etc. The sig-
nature attests not to the identities of patients but some of their attributes, which
protects the identity privacy of patients and achieves anonymous authentication.
Hence, ABS adapts to the EHR system.
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In the system, the health data of patients are updated frequently. However,
traditional digital signature including ABS prohibits any alteration of the origi-
nal medical data once it is signed and has to be regenerated from scratch once
parts of the original records are changed, which increases the computation over-
head of users, leading to inefficiency. Sanitizable signature allows a semi-trusted
party sanitizer to modify certain portions of the health records in the original
signature. Thus, the signer needs to sign the records only once, which reduces
the computation cost of the signer. In the sanitizing phase of the original sig-
nature, the sanitizer can generate the sanitized signature without interacting
with the signer for signing keys, thus the sanitizer cannot forge the signature
of the original signer. In addition, the process of sanitizing does not impact the
verification.

In this paper, to address the efficiency and identity privacy problems in the
EHR system, we propose a novel Flexible Attribute-Based Sanitizable Signature
(FABSS) scheme. Specifically, major contributions of this paper are twofold.

– We introduce the sanitizable signature mechanism into present ABS with
which patients sign the record with their attribute signing keys. When the
records need to be updated, the patients deliver the original signature and the
modifiable parts of the original message to the sanitizer, then the sanitizer
can modify the message on the signature directly.

– Comparing with existing schemes, the FABSS scheme not only reduces the
users computation overhead, but also preserves the anonymity and informa-
tion privacy of users. Besides, the proposed scheme supports flexible access
structure consisting of any AND, OR and threshold gates, which can provide
expressively fine-grained access control.

1.1 Related Work

The notion of sanitizable signature was first proposed by Ateniese et al. [1], which
allows a semi-trusted party sanitizer to modify certain portions of a signed mes-
sage and produce a valid sanitized signature without interaction with the original
signer for secret keys. Besides, They also define two necessary security require-
ments: (1) unforgeability, which means only legitimate signers can generate valid
signatures. (2) information privacy, which means the sanitized message and cor-
responding signature should not reveal the original message. Nevertheless, they
did not provide formal specifications for these properties. Brzuska et al. [2,3]
introduced another security requirements unlinkability which prevents that one
can link the sanitized message-signature pair of the same document and deduce
the original message. Obviously, unlinkability is a variant of information privacy.
Canard et al. [4] gave a generic construction of trapdoor sanitizable signatures
which the candidate sanitizer cannot produce the sanitized signature until receiv-
ing the trapdoor from the signer. [5] utilized accountable chameleon hash and
presented an accountable trapdoor sanitizable signature based on [4]. However,
these schemes did not present a concrete construction of sanitizable signatures.
Hence, several concrete sanitizable signature scheme [6–8] were proposed with
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thorough security proofs. Although these works make a significant contribution
to the development of sanitizable signature, none of them considers the identity
privacy of users and thus cannot be applied to EHR system.

ABS is converted from attribute-based encryption (ABE) [9,10]. Maji
et al. [11] presented an ABS scheme which supported flexible access structure.
However, the unforgeability proof of [11] was given under generic group model.
In [12], Li et al. gave the construction of two efficient ABS schemes supporting
threshold predicate in random oracle model and standard model, respectively.
Okamoto and Takashima [13] proposed an ABS scheme for non-monotone access
structure which introduced NOT gate into threshold access structure and was
provably secure in the standard model. To achieve flexible access control as well
as more secure level, [14,15] presented flexible ABS schemes in random oracle
model and standard model, respectively. Concerning on the authority manage-
ment of attributes, Li et al. [16] presented a formalized construction of multi-
authority ABS scheme supporting threshold gates.

In this paper, we refer to two present ABSS schemes [17,18]. However, only
[17] gave the concrete construction of ABSS. Thus, we compare our FABSS
scheme with [17] and [8,12] to illustrate the advantage of our scheme in function
and efficiency.

The remainder of this paper is organized as follows. The preliminary knowl-
edge of our scheme is in Sect. 2. In Sect. 3 we define the algorithm model and
security model. We propose the specific construction of FABSS scheme and cor-
responding security proof in Sects. 4 and 5, respectively. In Sect. 6 we compare
our scheme with existing works and the paper is concluded in Sect. 7.

2 Preliminaries

2.1 Flexible Access Structure

The threshold access structure in ABS is composed of one threshold and several
attributes. A user can generate a valid signature only if the size of the intersection
of his attribute sets and the access structure attribute sets exceeds the threshold
value. Simple access control can be achieved with threshold access structure,
such as {‘A’ AND ‘B’ AND ‘C’}, {‘A’ OR ‘B’ OR ‘C’}.

The flexible access structure consists of a number of thresholds and
attributes, in which each interior node is a threshold gate. Besides aforemen-
tioned structures, we can define expressive access control in large-scale attribute
sets through changing the breadth and depth of the structure, such as {{‘A’
AND ‘B’} OR ‘C’}, {{‘A’ OR ‘B’} AND ‘C’}, etc.

2.2 Monotone Span Program

Suppose f is a monotone boolean function. A monotone span program over a
field F for f is a l × t matrix M, and f takes input as the mapping of each row
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of the matrix M with a labeling function z(·). The monotone span satisfies the
following equation:

f(x1, . . . , xn) = 1 ⇔ ∃v ∈ F
1×l s.t. vM = [1, 0, . . . , 0] and (∀i : xz(i) = 0 ⇒ vi = 0).

Every monotone boolean function can be presented by some monotone span
programs. The flexible attribute access structure is composed of several (ti, li)
threshold gates, meaning that we can obtain the secret from at least ti of li
attributes. The size of the matrix M depends on the specifications of these
threshold gates. With i (ti, li) threshold gates, we can construct a matrix M
with length l =

∑
i(li − 1) + 1 and width t =

∑
i(ti − 1) + 1.

2.3 Designated Instruction

The Designated Instruction (DI) refers to designated parts of the original mes-
sage for updating. Let m = m1m2 . . . mn, where mk is defined as the bit at
index k of message m. Let DI ⊆ {1, . . . , n} denote the set of the indexes
that is going to be updated. Obviously, DI is classified into two groups, where
DI1 = {k ∈ DI : mk = 0, m′

k = 1}, DI2 = {k ∈ DI : mk = 1, m′
k = 0}.

3 Algorithm Model and Security Model

3.1 Algorithm Model

The FABSS scheme is parametrized by five algorithms below.
(Params,MSK) ← Setup(1λ). Algorithm Setup takes a security parame-

ter λ as input and outputs the public parameters Params and the master secret
key MSK.

SKA ← KeyGen(MSK,A). With the MSK, the KeyGen algorithm out-
puts the attribute private key SKA based on the signing request of each patient
on his attribute set A ⊆ A.

σ ← Sign(Params, SKA,m, f). The patient endorses a message m for the
access structure f with his signing key SKA, resulting in the signature σ.

accept/reject ← Verify(Params,m, f, σ). The algorithm Verify allows
the health professionals to verify whether the message is signed by a legitimate
patient. It outputs accept if the signature is valid, otherwise reject .

(m′, σ′) ← Sanitize(Params,m, σ,DI). According to the DI provided by
the patient, the algorithm Sanitize outputs the sanitized message m′ and cor-
responding signature σ′.

3.2 Security Model

Definition 1 (Correctness). The FABSS scheme is correct if for
(Params,MSK) ← Setup, the message m, attribute sets A that satisfy the
access structure f and the signing key SKA ← KeyGen(MSK,A),

Verify(Params,m, f,Sign(params, SKA,m, f)) = accept.
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Definition 2 (Unforgeability). We prove the unforgeability under selective-
predicate attack which is weaker than the adaptive predicate attack. The FABSS
scheme is unforgeable under selective-predicate attack provided that the advantage
of any polynomial-time adversary in the following experiment is negligible:

– The adversary chooses the challenge access structure f∗.
– The challenger runs (Params,MSK) ← Setup and gives Params to the

adversary.
– The adversary can make a polynomial bounded number of queries to oracles

KeyGen(MSK,A) and Sign(Params, SKA,m, f).
– The adversary outputs the purported message-signature pair forgery (m∗, σ∗).

The adversary wins if m∗ is never queried to the Sign oracle, and none of A
queried to the KeyGen oracle satisfy f , and Verify(Params,m∗, f∗, σ∗) =
accept.

Definition 3 (Anonymity). Anonymity means that the signature would not
reveal anything about the identity or attributes of the signer except the attributes
in the access structure. The FABSS scheme is anonymous if for all access struc-
ture f, (Params,MSK) ← Setup, attributes A1 and A2 that satisfy f , attribute
signing key SKA1 ← KeyGen(MSK,A1) and SKA2 ← KeyGen(MSK,A2),
the distribution of σA1 ← Sign(Params, SKA1 ,m, f) is identical to that of
σA2 ← Sign(Params, SKA2 ,m, f).

Definition 4 (Information Privacy). The FABSS scheme achieves infor-
mation privacy if for all access structure f, (Params,MSK) ← Setup(1λ),
attribute A satisfying f, SKA ← KeyGen(MSK,A), message m1,m2 and a
sanitized message m′, where m′ differs from m1 and m2 only at bits that are
allowed to be sanitized, the distribution of σ′

1 ← Sanitize(Sign(Params, SKA,
m1, f), Params,UI) and σ′

2 ← Sanitize(Sign(Params, SKA,m2, f), Params,
UI) are identical.

4 Our FABSS Scheme

Our scheme supports the access structure whose monotone span program M
has width at most tmax which is an arbitrary number. A ⊆ Z

∗
p is the universe

of all possible attributes in the access structure f . The original message m =
m1m2 . . . mn ∈ {0, 1}n.

Setup: Let G1,G2,GT be cyclic groups of prime order p. Choose a bilinear pair-
ing e : G1 × G2 → GT and random generators: g1 ← G1, g20 , . . . , g2tmax

← G2.
Choose random a0, a, b ← Z

∗
p, u

′, u1, . . . , un ← Zp and set A0 = ga0
20

, Aj =
ga
2j

and Bj = gb
2j

(∀j ∈ [tmax]), U ′ = gu′
1 , Uk = guk

1 (∀k ∈ [n]). Public param-
eters are g20 , . . . , g2tmax

, A0, . . . , Atmax
, B0, . . . , Btmax

, g1, U
′, U1, . . . , Un. Master

secret keys are a0, a, b.

KeyGen: On inputting master secret keys and the attribute set A ⊆ A, choose
random K ← G1 and set K0 = K1/a0 ,Kz = K1/(a+bz)(∀z ∈ A). The signing
key is SKA = (K,K0, {Kz | z ∈ A}.
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Sign: First convert the claim-predicate f into its corresponding monotone span
program matrix M ∈ (Zp)l×t, mapping each row of M with the row label-
ing function z : [l] → A. Then compute the vector v that corresponds to
the desirable assignment for A. Pick random r ← Z

∗
p, r1, . . . , rl ← Zp and

compute Y = Kr, Si = (Kvi

z(i))
r · (U ′ ∏n

k=1 Umk

k )ri(∀i ∈ [l]),W = Kr
0 , Pj =

∏l
i=1(AjBj)Mi,j ·ri(∀j ∈ [t]). The signature is σ = (Y,W, S1, . . . , Sl, P1, . . . , Pt).

Verify: With (Params, σ = (Y,W, S1, . . . , Sl, P1, . . . , Pt),m, f), the verifier first
converts f into its corresponding monotone span program M ∈ (Zp)l×t, with
row labeling z : [l] → A. If Y = 1, the verifier outputs reject , otherwise checks
e(W,A0)

?= e(Y, g20),

l∏

i=1

e(Si, (AjB
z(i)
j )Mi,j ) ?=

{
e(Y, g21)e(U

′ ∏n
k=1 Umk

k , P1), j = 1,

e(U ′ ∏n
k=1 Umk

k , Pj), j > 1,

for each j ∈ [t]. The verifier returns accept if all the equations above hold,
otherwise reject .

Sanitize: The sanitizer obtains σ and the DI from the signer. Pick random

r̃1, . . . , r̃l ← Zp then compute Y ′ = Y, S′
i = Si

∏
k∈I1

U
ri
k∏

k∈I2
U

ri
k

(U ′ ∏n
k=1 U

m′
k

k )r̃i(∀i ∈
[l]), W ′ = W,P ′

j = Pj

∏l
i=1(AjBj)Mi,j ·r̃i(∀j ∈ [t]).

5 Security Analysis

Proof (Correctness). When the signature of either the original message or the
sanitized message is signed by the signer whose attributes fit the access structure
f , it can be successfully checked by the verification.

Verification:

e(W,A0) = e(Kr
0 , ga0

20
) = e(Kr, g20) = e(Y, g20),

l∏

i=1

e(Si, (AjB
z(i)
j )Mi,j ) =

l∏

i=1

e((Kvi
z(i))

r · (U ′
n∏

k=1

U
mk
k )ri , g

a+bz(i)·Mi,j

2j
)

= e((K
∑l

i=1 vi·Mi,j )r, g2j ) · e((U ′
n∏

k=1

U
mk
k )ri , g

(a+bz(i))·Mi,j

2j
)

=

{
e(Y, g21)e((U

′ ∏n
k=1 U

mk
k ), P1), j = 1,

e((U ′ ∏
k=1)

nU
mk
k ), Pj), j > 1.

Sanitization: From the definition of DI we note that m′
k − mk is 1 when

k ∈ I1,−1 when k ∈ I2, and 0 otherwise. Thus we can conclude that



FABSS: Attribute-Based Sanitizable Signature for Flexible Access Structure 45

S′
i = Si

∏
k∈I1

Uri

k∏
k∈I2

Uri

k

(U ′
n∏

k=1

U
m′

k

k )r̃i

= (Kvi

z(i))
rU ′(ri+r̃i)(

n∏

k=1

Umk

k )ri(
n∏

k=1

U
(m′

k−mk)
k )r̃i(

n∏

k=1

U
m′

k

k )r̃i

= (Kvi

z(i))
rU ′(ri+r̃i)(

n∏

k=1

U
m′

k

k )(ri+r̃i),

P ′
j = Pj

l∏

i=1

(AjBj)Mi,j ·r̃i =
l∏

i=1

(AjBj)Mi,j ·(r̃i+ri).

From the sanitization we can see that the distribution of the santized signa-
ture is identical to that of the original signature, so the verification fits both of
them. ��
Proof (Unforgeability). We can prove that our FABSS scheme is unforgeable
under selective-predicate attack in the generic group model. Here we present the
full proof of unforgeability.

For Y = Kr ← G1 and W = Kr
0 = Kr/a0 ← G1, we suppose

Y = gy
1 ,W = g

y/a0
1 . Similarly, suppose Si = gsi

1 , Pj = g
pj

2j
. We can

derive that Si = g
yvi

a+bz(i)+u′ri+
∑n

k=1 ukmkri

1 , Pj = g
∑l

i=1(a+bz(i))Mi,j ·ri

2j
. So si =

yvi

a+bz(i) + u′ri +
∑n

k=1 ukmkri, pj =
∑l

i=1(a + bz(i))Mi,j · ri. Then we get
si(a + bz(i))Mi,j = yviMi,j + ri(u′ +

∑n
k=1 ukmk)(a + bz(i))Mi,j . Then

∑l
i=1(si(a+ bz(i))Mi,j) =

∑l
i=1(yviMi,j +ri(u′ +

∑n
k=1 ukmk)(a+ bz(i))Mi,j).

We assume that
∑l

i=1 vi · Mi,j = d = [1, 0, . . . , 0], then we conclude that
pj = 1

u′+
∑n

k=1 ukmk
· [ ∑l

i=1(si(a + bz(i))Mi,j) − ydj

]
.

Therefore, we can define that the oracle Sign(Params, SKA,m, f) generates
signatures in the following way: Let M ∈ (Zp)l×t be the monotone span program
for f , with row labeling function z : [l] → A.

– Pick random s1, . . . , sl ← Z
∗
p.

– For all j ∈ [t], compute pj = 1
u′+

∑n
k=1 ukmk

· [ ∑l
i=1(si(a+ bz(i))Mi,j)− ydj

]
,

where d = [1, 0, . . . , 0].
– Output σ = (gy

1 , g
y/a0
1 , gs1

1 , . . . , gsl
1 , gp1

21
, . . . , gpt

2t
).

We assume that there is an efficiently computable homomorphism between
G1 and G2. For any generic-group adversary, the simulator registers each
group element’s discrete logarithm in the following formal variables: Σ =
{a0, a, b, u′, λ0}∪{λj | j ∈ [tmax]}∪{xμ | μ ∈ [Λ]}∪{s(q)i , y(q) | q ∈ [ν], i ∈ [l(q)]},
where Λ is the number of queries made to the KeyGen oracle, ν is the number
of Sign queries made by the adversary, and l(q) is the length of the monotone
span program corresponding to the qth signature query.

The simulation associates each group element with aforementioned formal
variables. For each group element in its collection, the simulator keeps track of
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its discrete logarithm and gives it to the adversary as the encoding of the group
element. In the simulation, the group elements are expressed as follows:

Public key components are generated by Setup: 1, representing the generator
g1. λ0, representing g20 = gλ0

1 . λ0a0, denoting A0 = gλ0a0
1 . {λj | j ∈ [tmax]},

indicating g2j
= g

λj

1 . {λja | j ∈ [tmax]}, standing for Aj = g
λja
1 . {λjb | j ∈

[tmax]}, representing Bj = g
λjb
1 . u′, denoting U ′ = gu′

1 . {uk | k ∈ [n]}, indicating
Uk = guk

1 .
Signing key components are given by KeyGen. Let Aμ be the μth set of

attributes queried to KeyGen: xμ, representing K(μ) = g
xμ

1 . xμ/a0, denoting
K

(μ)
0 = g

xμ/a0
1 . {xμ/(a + bz) | z ∈ Aμ}, indicating K

(μ)
z = g

xμ/(a+bz)
1 .

Sign queries. For the qth signature query on message m(q) under the pred-
icate f (q) made by the adversary, let M(q) ∈ (Zp)l(q)×t(q)

be the monotone
span program corresponding to f (q), with row labeling z(q) : [l(q)] → A:

{s
(q)
i | i ∈ [l(q)]}, representing S

(q)
i = g

s
(q)
i

1 . y(q), denoting Y (q) = gy(q)

1 . y(q)/a0,

standing for W (q) = g
y(q)/a0
1 . {p

(q)
j | j ∈ [t(q)]}, where p

(q)
j = λj

u′+
∑n(q)

k=1 u
(q)
k m

(q)
k

·
[ ∑l(q)

i=1(s
(q)
i (a + bz(q)(i))Mi,j) − y(q)dj

]
, representing P

(q)
j = g

p
(q)
j

1 .

Now the adversary outputs a forgery signature σ∗ = (gy∗
1 , gw∗

1 , g
s∗
1

1 , . . . , g
s∗

l∗
1 ,

g
p∗
1

1 , . . . , g
p∗

t∗
1 ) on a predicate f∗ and message m∗ such that (m∗, f∗) 
= (m(q), f (q))

for all q. M∗ ∈ (Zp)l∗×t∗
is the corresponding monotone span program with

row labeling z∗(·). The discrete logarithm of the forgery has to satisfy y∗ 
=
0, w∗ 
= 0, for Y ∗ 
= 1,W ∗ 
= 1 and

∑l∗

i=1 s∗
iM

∗
i,j(a + bz∗(i))λj = y∗djλj + (u′ +

∑n∗

k=1 u∗
km∗

k)p∗
j , these constraints can hold with non-negligible probability only

if two sides of the equation are functionally equivalent.
Then we will prove if the two sides of the equation are functionally equivalent,

there has to be a contradiction: there exists a μ0 ∈ [Λ] such that f∗(Aμ0) = 1.
Namely, the adversary may generate a signature using the signing key SKAμ0

that has been queried before but meets the new claim-predicate f∗, and thus
the output is not a forgery.

Assume L(Γ ) is the set of all multilinear polynomials over the set of terms
Γ with coefficients in Zp. Let H(Γ ) ⊂ L(Γ ) be the subset of homogeneous
polynomial.

We know that y∗, w∗, s∗
1, . . . , s

∗
l∗ , p∗

1, . . . , p
∗
t∗ ∈ L(Γ ), where Γ = {1, a0, λ0, u

′,
uk} ∪ {λj , aλj , bλj | j ∈ [tmax]} ∪ {xμ, xμ/a0, xμ/(a + bz) | μ ∈ [Λ], z ∈ Aμ} ∪
{s

(q)
i , y(q), w(q), p

(q)
j | q ∈ [ν], i ∈ [l(q)], j ∈ [t(q)]}. We can exclude certain terms

by comparing terms between the equation, then for y∗ we can get y∗ ∈ H({xμ |
μ ∈ [Λ]} ∪ {y(q) | q ∈ [ν]}). It is obvious that λj | (u′ +

∑n∗

k=1 u∗
km∗

k)p∗
j and thus

λj | p∗
j . So, p∗

j ∈ H({λj , aλj , bλj} ∪ {p(q)j | q ∈ [ν]}).
Suppose p∗

j has a λj term. Then the right side has monomials λj and bλj .
Because y∗ has no a or b term, y∗djλj cannot contribute a λj monomial. There-
fore

∑l∗

i=1 s∗
iM

∗
i,j(a + bz∗(i))λj cannot contribute a monomial with λj alone, so

p∗
j ∈ H({aλj , bλj} ∪ {p(q)j | q ∈ [ν]}).
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Suppose p∗
j has a p

(q)
j term. Then (u′ +

∑n∗

k=1 u∗
km∗

k)p∗
j will contribute the

term of ( u′+
∑n∗

k=1 u∗
km∗

k

u′+
∑n(q)

k=1 u
(q)
k m

(q)
k

) · p
(q)
j . Since

∑n∗

k=1 u∗
km∗

k 
= ∑n(q)

k=1 u
(q)
k m

(q)
k for any q,

this is a proper rational. Neither y∗ nor {s∗
i }i∈l∗ can yield terms in the final

equation with a factor of u′+
∑n∗

k=1 u∗
km∗

k

u′+
∑n(q)

k=1 u
(q)
k m

(q)
k

. Hence, p∗
j ∈ H({aλj , bλj}).

Consider j0 such that dj0 
= 0. As neither (u′ +
∑n∗

k=1 u∗
km∗

k)p∗
j0

nor
∑l∗

i=1 s∗
iM

∗
i,j0(a + bz∗(i))λj0 can contribute a monomial of this form, y∗ can-

not have a y(q) term. Therefore, y∗ ∈ H({xμ | μ ∈ [Λ]}). Finally we conclude
that p∗

j ∈ H({aλj , bλj}), y∗ ∈ H({xμ | μ ∈ [Λ]}).
To make the expression equal, some parts of the left side have xμ to fit y∗

and the other parts do not have xμ to satisfy p∗
j . So, we can break s∗

i up into
two parts: one whose terms involve xμ variables, and one whose terms do not.
Suppose s∗

i = t∗i (Xi) + δ∗(Γ \ Xi), where Xi = { xμ

a+bz∗(i) | z(i) ∈ Aμ, μ ∈ [Λ]}
is to cancel out the term (a + bz∗(i)) from the left side. For t∗i ∈ H(Xi), it is
apparent for all j ∈ [t] that

∑l∗

i=1 t∗iM
∗
i,j(a + bz∗(i)) = y∗dj = y∗ ∑l∗

i=1 v∗
i M

∗
i,j ,

because of the equality of two sides of the equation, we get for all i ∈ [l] that
t∗iM

∗
i,j(a + bz∗(i)) = y∗v∗

i M
∗
i,j .

Take account of any xμ0 that has a non-zero coefficient in y∗. Construct

v∗
i , for i ∈ [l], by defining v∗

i = 1
[xμ0 ]y

∗

[
xμ0

a+bz∗(i)

]
t∗i , where the [xμ0 ]y

∗ denotes

the coefficient of the term xμ0 in y∗,
[

xμ0
a+bz∗(i)

]
t∗i denotes the coefficient of the

term xμ0
a+bz∗(i) in t∗i . v∗ is a vector composed of constants, which satisfies the

equation v∗M∗ = [d1, . . . , dt] = [1, 0, . . . , 0]. Further, when v∗
i 
= 0, the set Aμ0

surely contains the attribute z∗(i), which means xz∗(i) 
= 0. By the properties
of the monotone span program, it must be the case that f∗(Aμ0) = 1, thus the
signature is not a forgery. ��
Proof (Anonymity). In our construction, the signature will not reveal which
attributes of the signer’s attributes A are used to sign the message, because any
attribute subset satisfying the access structure f can generate a valid signature.
Thus, we only need to prove that the signer’s identity among all users is kept
anonymous even when A = A, where A is the attributes in f .

First, the challenger runs Setup to get the public parameters Params and
master secret keys MSK. The adversary outputs two attributes A1 and A2

satisfying f , and conducts KeyGen to get signing keys SKA1 = (K1,K01 , {Kz1 |
z ∈ A1} and SKA2 = (K2,K02 , {Kz2 | z ∈ A2}, respectively. Let Kθ,K0θ

=
K

1/a0
θ ,Kzθ

= K
1/(a+bz)
θ for each z ∈ Aθ, where θ ∈ {1, 2}.

Then the adversary asks the challenger to generate a signature for message
m∗ with the signing key from either SKA1 or SKA2 . The challenger chooses
a random bit b ∈ {1, 2} and outputs a signature Y = Kr,W = Kr

0 , Si =
Kvi

z(i) · (U ′ ∏n
k=1 Umk

k )ri , Pj =
∏l

i=1(AjBj)Mi,j ·ri by the algorithm Sign with
the signing key SKAb

= (Kb,K0b
, {Kzb

| z ∈ Ab}. On the basis of Monotone
Span Program, it is obvious that it could be generated from either SKA1 or
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SKA2 . Hence, if the signature is generated from SKA1 for A1, it could also be
generated from SKA2 for A2. Thus, our FABSS scheme satisfies anonymity. ��
Proof (Information Privacy). From the construction of our scheme, the sig-
nature of message m′ = m′

1m
′
2 . . . m′

n is σ = (Y = Kr, Si = (Kvi

z(i))
r ·

(U ′ ∏n
k=1 Umk

k )ri(∀i ∈ [l]),W = Kr
0 , Pj =

∏l
i=1(AjB

z(i)
j )Mi,j ·ri(∀j ∈ [t])).

The sanitized signature of message m1 resulting in m′ is σ′
1 = (Y =

Kr, {Si = (Kvi

z(i))
r · (U ′ ∏n

k=1 U
m′

k

k )ri+r̃i : (∀i ∈ [l])},W = Kr
0 , {Pj =

∏l
i=1(AjB

z(i)
j )Mi,j ·(ri+r̃i) : (∀j ∈ [t])}), where r, ri, r̃i are random numbers. So

the distribution of σ is identical to that of σ′
1. Similarly, the distribution is iden-

tical to σ′
2 of message m2 resulting in m′. Hence, the distribution of σ′

1 and σ′
2

are identical and our scheme preserves the information privacy. ��

6 Performance Analysis

Through comparing with existing scheme functionally in Table 1, our FABSS
scheme not only reduces the patients computation cost, but also preserves the
privacy of patients. Meanwhile, the FABSS scheme achieves flexible access struc-
ture and fine-grained access control. Thus, our scheme applies to the EHR
system.

Table 1. Functional analysis

FABSS ABSS [17] ABS [12] SS [8]

Reduce patients’ computation cost � � × �
Flexible access structure � × × ×
Anonymity � � � ×
Fine-grained access control � � � ×

In Table 2 we specify the efficiency of our scheme. For the ease of exposition
we assume G1,G2 are symmetric, treating G1 as the base group and G2 as the
bilinear group GT in our scheme. In scheme [8,12,17], n denotes the sum of
the attributes in the system, m is the length of the message, ω is the signers
attributes, the threshold value is expressed by k and d ≥ k. I is the order of
UI. In our scheme, we first convert f into the matrix Ml×t, then denote the
length and width of the matrix by l and t, respectively, where l = n, t = k. EX
is the number of the exponent arithmetic and P is the number of the pairing
arithmetic.

From Table 2 we find that our scheme exceeds in Key.Size,Key.Gen,
Sig.Size, Sansig.Size than that of [12,17] and is inferior to that of [8], because
[8] does not consider the privacy of users and thus does not include the attribute
sets. The size of Params,MSK is similar to that of [12,17]. Furthermore, the
computation cost of Sig.Gen, Sansig.Gen and V erify is longer than that of
[8,17], which is due to the flexible access structure with matrix M and admissible.



FABSS: Attribute-Based Sanitizable Signature for Flexible Access Structure 49

Table 2. Efficiency analysis

FABSS ABSS [17] ABS [12] SS [8]

P arams (3t + m + 5)G1 (m + n + 4)G1 + G2 (m + 3)G1 + G2 (m + 4)G1 + G2
MSK 3Zp Zp Zp Zp

Key.Size (ω + 2)G1 2(ω + d − 1)G1 2(ω + d − 1)G1 -
Key.Gen (ω + 1)EX 3(ω + d − 1)EX 3(ω + d − 1)EX -
Sig.Size (l + t + 2)G1 2(n + d − k + 1)G1 (n + d − k + 2)G1 2G1

Sansig.Size (l + t + 2)G1 2(n + d − k + 1)G1 - 2G1
Sig.Gen (lt + 2l + m + 2)EX (4n + 6d − 4k + m + 2)EX (2(n + 2d − k) + m + 2)EX (m + 3)EX

Sansig.Gen (l(t + 1) + m + I)EX (4(n + d − k) + m + I + 2)EX - (m + I + 2)EX
V erify (tl + t + 3)P + (2tl + m)EX 2(n + d − k + 1)P + mEX (n + d − k + 2)P + mEX 3P + mEX

7 Conclusion

In order to reduce the computation cost and keep the identity privacy of users in
the EHR system, we propose the Flexible Attribute-Based Sanitizable Signature
(FABSS) scheme. Security demonstration shows that our scheme is unforge-
able and preserves the anonymity and information privacy of the users. Com-
pared with existing scheme, our scheme not only reduce the users’ computation
cost when data updating, but also supports flexible access structure defining
expressive access control in large-scale users. Further efforts can be made on
enhancing the security model of our FABSS scheme. In addition, we will exploit
multi-authority FABSS scheme in which the attributes are assigned by different
attribute authorities.
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