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Abstract—The estimation of security risks in complex informa- well as the outcome. Thus, some estimation on the behaviour
tion and communication technology systems is an essential part of systems is inevitable, when analysing risk. It usually
of risk management processes. A proper computation of risks ;i qves identification of vulnerabilities and threatstiesting
requires a good knowledge about the probability distributions of o
different upcoming events or behaviours. Usually, technical risk the probabilities of the occurrgnce of events and CQSt demag
assessment in Information Technology (IT) systems is concerned of successful attacks. In addition, one has to estimatescost
with threats to specific assets. However, for many scenarios itna and efficiency of countermeasures.
be useful to consider the risk of the violation of particular security The termrisk as it is used with respect to thisk analysis
properties. The set of sulltatl)l'e qualltlgs comprises authenticity of approach of this paper solely refers to thebability of a
messages or non-repudiability of actions within the system but . . h . . .
also more general security properties like confidentiality of data. V'Olat'on of security properties While additional measu.res
Furthermore, as current automatic security analysis tools are Of the impact would be needed for a general evaluation of
mostly confined to a technical point of view and thereby missing risk, this interpretation makes sense here, as the violafo
implications on an application or process level, it is of value to a security property could lead to various incidents and thus
facilitate a broader view including the relation between actions to large range of different impacts. For example, the effect

within the IT system and their external influence. The property - . S
based approach aims to help assessing risks in a process-orienteoOf a violation of the confidentiality of some data depends not

or service level view of a system and also to derive a more detailed ONly on the value of the data, but also on the way an attacker
estimation on a technical level. capitalises on the information, which is out of scope of this
Moreover, as systems’ complexities are growing, it becomes lesspaper.
feasible to calculate the probability of all patterns of a system'’s Model-based approaches and automated simulation have
behaviour. Thus, a model based simulation of the system is . - . .
advantageous in combination with a focus on precisely defined been used in the past for various StePS of Secu“ty, ?.pa|ySIS
security properties. processes. They can help to determine the feasibility for
This paper introduces the first results supporting a simulation particular attacks and to optimise the use of countermeasur
based risk analysis tool that enables a security property oriented against these attacks or combinations thereof. However, th
view of risk. The developed tool is based on an existing tota risk of any security issues in Information and Comrauni

formal validation, verification and simulation tool, the Simple . . .
Homomorphism Verification Tool (SHVT). The new simulation cation Technology (ICT) systems cannot be easily detemhine

software provides a graphical interface for a monitor automaton from risks for particular types of attacks. Most relevanthis
which facilitates the explicit definition of security properties to be  relation between actions within the ICT system and the &ctua
investigated during the simulation cycles. Furthermore, in order impact on the organisational or business level. Deternunat
to model different likelihoods of actions in a system, weighting of effects and financial losses can only be done from a

factors can be used to sway the behaviour where the occurrence . . - .
of events is not evenly diystributed. These factors provide a perspective that includes the environment and requiresnent

scheme for weighting classes of transitions. Therefore, the tool Usually, the relation between an issue on ICT level and e.g.
facilitates probabilistic simulation, providing information about  the effect on business processes and assets is done manually
the probability distribution of satisfaction or violation of specified and not sufficiently supported by model-based approaches.
properties. Rather than looking at particular weaknesses it would make
more sense to estimate risks relative to particular securit
requirements concerning the entire system. A useful nsetric
There are a lot of different interpretations of the terrfor security risk can be based on probability distributidos
risk. People use it to name possible negative events, tte violation of sets of security properties.
consequences thereof or the probabilities, frequencies anThe need for quantifiable security is strong [1], and the
expected damages of any incidents. Inherent to all of thesmarch for solutions is not new [2] but still lacks sufficient
is an uncertainty of the occurrence of particular events aslutions [3]. While a quantified forecast of the level of secu
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rity is needed, different factors make this task very hafdd [4reduces the amount of data stored during the analysis. On the
First, there is a lack of consistent statistical data torldesm other hand, the infeasibility of calculating the probakilof
and to create a firm statistical regression as it is done iarottall states of a reachability graph is addressed by the stionla
research areas. Second, even if statistical data wereablail of which any cycle is equivalent to only one path through the
significance of the analysis would be decreased because ofttilansition system.
systems’ enormous heterogeneity. The technological @mvir In the following section a brief survey of related scientific
ments quickly change and complicate the deduction of sigcunivork is given before section Il describes the modelling
guantification [5], [6]. Furthermore, upcoming vulner@i®s approach, the simulation of system behaviour and the ilagrp
and exploits are unknown and attacker’s knowledge andtsitemwith the monitor. Section IV reviews the work and illustste
are not directly reflected in the correct system behaviohusT future work followed by the conclusion in section V.
a logical first step of a security risk analysis is to create a 7th July 2011
model of the system that makes use of any available data
about the subject, is detailed enough to be used for (high-
level) security requirements specifications, abstracimfas Today, the quantification of IT risks is mostly based on
much unneeded information as possible and that allows thanual inspection (check lists) and subjective evaluatibn
analyser to control the information sources the model buildiscrete risks in accordance to structured methods likéSte
upon. Refined versions of such a model can support differestandard 27005 [8], CORAS [9], [10] or OCTAVE [11]. While
related layers of security risk analysis each considessgas these techniques make sense in that they allow to strudtare t
on the particular layers. risk analysis and management and evaluate single risks in a
This paper introduces ongoing research on risk identificati relatively consistent way, they have some disadvantagesy T
and quantification in the field of IT security. Advantagebave a very high subjective influence, lack automated search
of model checking have been shown with the SHVT ( [7Papabilities and therefore they are prone to errors and very
in several security and reliability related contexts. losh complex and costly [12]. This work aims to be complementary
works properties are proven or else counterexamples #&pethe above mentioned methods by introducing tool based
found. Rather than aiming at such discrete results our curresupport of the risk assessment process where possible.
goal is to find measures to quantify uncertainty inherent to A lot of approaches use graph representations to support
information systems. These quantified results are suppmsedhe understanding of security risks [13]-[15]. Wang et &6][
be integrated into, and thereby facilitate the risk asseasmintroduced an attack graph based approach to investigate th
process of information security risk management methods.likelihood of attacks. Another recent work combines attack
The additional functionality of a simulator is introducedl t trees with Markov processes [17]. Noel et al. [18] insert
the SHVT enabling to run (or simulate) a system model repeat-variety of information gathered by life-systems into thei
edly. An additional automaton, called a Monitor, facil@athe otherwise static attack graph based topological vulnétabi
modelling of certain aspects of the systems’ behaviour aadalysis. While such works give static probabilities to ¢gen
monitor such properties during the run of the simulationt- Furepresenting e.g. actions the attacker can conduct, in our
thermore, in order to model different likelihoods of acBan approach an action’s probability is dynamically calcutiate
a system, weighting factors can be used to model a behaviagcording to the state of the systems and thus depending on
where the occurrence of events is not evenly distributegievious actions and alternative events. Attack Graphs and
For each single simulation cycle, the tool can calculate asdnilar attack modelling schemes have been used to analyse
store various information. Most importantly, it keeps kaf computer attacks since the 1990’s e.g. by Dacier [2], Bsilli
whether properties described by the Monitor are satisfied @nd Swiler [19] and Gorodetski and Kotenko [20]. A survey
not. With a high number of simulation cycles, this infornoati of attack graphs and security analysis is given in [21].
can be used to calculate the probability distribution of the For handling uncertainties in information security riskakn
satisfaction or violation of monitored properties. Thuse t ysis usually statistical distributions according to th&edent
extended features enable to simulate and concurrentlytoronsubjects, requirements and assumptions are applied [Z], [1
and investigate characteristics that are of importancé wi22]-[24]. Using such distribution functions leads to an
respect to certain issues of interest. The results are wusedabstraction of the source of randomness and complexity from
elicit a means of forecasting of security issues and thezefanternal factors. In combination with a complex, state blase
to calculate probabilities of risks. model, such as is used in this paper, this forces a less #exibl
The simulation approach is useful in cases of complex syisput and disallows to differentiate in the details. In padar,
tems. Calculating every possible state of a system andietici the effect of small changes inside of the system (e.g. an
a probability distribution for the possible actions in eaath additional security mechanism) on the stochastic resuits o
the states is not feasible for complex real world scenaridbe simulation would hardly be analysable. In order to ereat
The approach of simulating facilitates two different agpecdetailed (stochastic) results, one needs to find detailpdt,n
of optimisation. On the one hand, the problem of irrelevamthich is why the relative weighting factors have been chosen
characteristics is tackled through the use of a monitor hod t A fitting distribution function could be used to add external
through the concentration on specific properties. Thisttyrearandomness (like a Weibull distribution to estimate thestitm
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failure of some equipment or a normal distribution for erroA. The Model

rates [25]). First, the object of investigation has to be modelled. In

~ Several different works introduce model checking in cofpe case of the example, the object is a networking system
junction with attack graphs and security analysis, re$ygt  comprising multiple hosts in different network zones, a set

Ritchey and Ammann [26] use the model checker SMV (httRt access policies depending on these zones and a set of
/hwww.cs.cmu.edu/modelcheck/smv.html) to compute couny,inerapilities (see the example in subsection I11-D). Tateer

terexamples which reflect possible malicious behaviour. &y e ysed for exploits by an attacker that wants to get acces
similar approach by Sheyner et al. [27] automatically &S 4 5 machine of the network. The model has to represent

attack graphs and enables reliability analysis. Their sap o\ ery element of the configuration that has an influence on

of forecasting behaviour is based on the assumption of SOEesqiple events and the options of actions of the modelles ro
statistical information. The input to the model of Phillipad (e.g. the attacker). Thus any state of the modelled system
Swiler [19] consists of attacker profiles and attack teng8lat efiects the configuration of the network and the condition
and they compute a reachability graph thereof to analygaq properties of every instance like, for example, the ssce
the level of security using shortest path algorithms. Agoth g5 of an attacker w.r.t. a specific server. Note that du t
example for attack graph generation through model chedkingg™ hot focused on a particular type of applications (e.g. IT

given by Wing [28]. Related is the work by Rieke [29] whichgnyorks). It can be easily applied to totally differentrsaeos

adds a variety of analysis tools and evaluation algorithmagch, as protocol specifications, business processes deeserv
based on the reachability graph. Mehta et al. [30] point ol e| scenarios.

that attack graphs can exceed controllable size and threrefo In order to simulate a system, it has to be formally repre-

propose to rank attack graphs and states thereof and i'(m_!c’dls’ented in a model where the dynamic behaviour of the system

a probability metric. Thus, they try to restrict the anay® s gefined by a labelled transition system (LTS) that is Ugual
the most important or most endangered aspects of a systegynted from the specification by a tool. An LTS consists
An interesting area of research is the field of probabilistigs 5 set ofstatesQ, actionsR and a set ofransition relations
model checking. This is about analysing systems that hayg. r « 0. The SHVT can be combined with any specification
an intrinsic stochastic behaviour and propagating the knowgo| generating labelled transition systems. The curremt i
probabilities through a complex model [31]. However, thglementation of SHVT uses Asynchronous Product Automata
proposed method of this paper approximates the uncertgipa) in order to model systems under investigation. APA
future behaviour with simulation, resulting in probabéf. A are a flexible operational specification concept of coopegat
probabilistic model checking analysis offers informatid®:  systems [7], [32]. An APA consists of a family of states, a
a statement will be truat least or at most with probability family of elementary automata and a family of neighbourhood
p- The behaviour of large information systems with a Iqfelations (). The latter can be interpreted as the set of all
of possibly unknown input can be considered as stochasfignsitions (e.g. actions or events) that change the stites
so this field may provide insights into the elicitation of thghe APA. They are of the forn(s,t, suest) € 7T, Where
weighting factors. s and sp.,; are consecutive states amcthe corresponding
transition. Thus, the behaviour of the system is described
by the sequences of state transitions. Transition patterns
optionally include relative weighting factors to dynaniiga
erive random choices in the simulation. The executed model
the reachability graph for the specified system) can be
n as an LTS. One cycle of the simulation computes a single

IIl. SIMULATION & M ONITORING

The goal of this work is to support IT risk assessmeryl
processes. The main approach is to dynamically and rando Ig‘?
simulate a system’s behaviour with on-the-fly verificatidn o€ :
properties represented by a monitor automaton. The prol?z‘-i‘-th through this LTS.
bilities of state transitions in the simulation are dynaatiic ) .
derived from weighting factors added to the model in advanda: The Simulation
Weighting factors can be associated with the transitiorg. (¢ Any run of the simulation consists of cycles which start
events or actions) of the model that allow to cope for diifére with an initial state and step from one state of the model to
likelihoods of events. This approach has been implemerdedthe next until one of different restart conditions is met.eTh
extension to the SHVT. As this paper aims on the descriptisam of these cycles should create a meaningful sample.
of the approach, we use a scenario that has been used ang any state of the (modelled) system, there might be
published before. Here, we confine ourselves to describigiferent transition alternatives. The simulation’s &esal
those aspects of the scenario, that are necessary ford#fers from that of a full reachability analysis in that gnl
adequate understanding. one transition is selected to be triggered next. In everiesta

This section introduces the elements of the approach asfda simulation one transition is randomly chosen from the se
explains the mode of operation of the simulation with thgphebf possible transitions. This choice is swayed by weighting
of an example. Figure 1 shows the relationship between tfaetors that are associated with the transition patternthef
model, the simulation and the monitor. model.



RN state transition. By allowing more than one transition & th
monitor to be triggered at the same time, different propsrti
can be monitored within one simulation. Thus, the overall
state of the monitor can contain seveagtive states. Edges
leading from the active states are consideredhétive too.
The transition relation defines the active edges for allvacti
states. During the run of the simulation, the active eleseht

Simulation

S the monitor are assigned to the current state of the LTS (&s pa
of the respective state components). Whenever a transition o
the model is chosen to be the next step of the simulation, all
~—

predicates of the monitor's active edges are evaluated.
Figure 1. Relationship between model, simulation and monitor Let A C M be the set of: active statesn,,a =1...n of
the monitor. Let the sets of adjacent transitions’ predisdte
A,, with \,, € A,, i =1...k for the k active transitions of
Let 7, be the set of the possible transitions,i = 1,...,n  m, andA, C A. The set of transitions from the active states
in a particular states, of the simulation and let; be the are therefore(mg, Aa,,m4,). If @ model’s state transition
weight of the respective transitian. Then the likelihood of (s, ¢ s,..;) € T is triggered during the simulation, then for
transitiont,,..: € 7, being the next transition to be triggeredall active statesn, the predicates\,, are asserted according
in the states, is defined by the state dependent probabilitys the following equation.
distribution g, : 7, — [0,1] with Mo (5.8 sment) = true
s, (tneaxt) = s, (Gnext) = %em/ (1) pre(Aq,)(s) =true A tn(Ag,) = name(t) A
P9 wp(Ag,)(t) =true A suc(Ag,)(Snewt) = true  (2)

where)", us, (t;) =1, Vs,. " . .
Thus, the actual probability of any event in a given stafedr any positive assertions the respective subsequergsstat

of the model depends on it's own weight as well as on e activated (marked in Figure 1) and the previously active

respective state and the sum of weights of the alternatives Stt€ of the monitor is deactivated after all active edge® ha

is also possible to have weights dynamically changing Wimeen evaluated. All transitions of the monitor automataa ar

the behaviour of the system. recorded. . . : -

A cycle of the simulation ends when either there are no The output of a simulation run comprises statistics on the
subsequent transition alternatives (a dead state is rdpatre number of steps and cycles of the simulation, the total numbe
a defined maximum number of steps per cycle is reached ogfastate transitions of the monitor and statistics about the
new cycle is triggered by the Monitor as described below. Tﬁgaionfsﬂ? f reste_ltrts’ Oftst'mUIat'otgt.g/.ifzn tlr:]Lér':cfr\srmgr:e, ;or
next cycle starts again with the initial state. The run of th ach ot the monitors states, a statist quendy

simulation either ends after a predefined maximum number Lfratlon (number of simulation steps) Of activation Is gres
steps or is stopped manually. well as the number of cycle-restarts while the respectiatest

is activated.
C. The Monitor D. Simulating an Example Scenario

As illustrated in Figure 1, during the run of the simulation, The following brief example shows one possible application
one or several automata monitor the resulting behaviour. gk the weighted simulation and the monitor automaton. In

monitoring automatoror monitor consists of order to make it short, the description concentrates ovaate
« a setM of labelled statesn, aspects of a scenario published before by Rieke [29]. Please
« an alphabet\ of predicates)\ and note that network intrusion is but an illustration and nat th
« atransition relation7y € M x A x M. sole or main focus of this work.
One or more of a monitor’s states are initial statgsassigned  As mentioned above, the scenario is an ICT Infrastructure
to the initial state of the LTS under investigation. comprising sets of hosts in different network zones, a detab

Each predicate\ € A of the Monitor is of the form server, an intrusion detection system and one ore morekattac
([pre], [tn][ivp], [suc]) defining checks to transitions of theers. A security policy defines which privileges are needed
LTS w.r.t. predecessompfe), transition (namén, interpreta- to perform any activities, in particular concerning accass
tion variablesivp) and successor stateuic). The predicates of the database server. Further, hosts can be prone to a set of
the monitor are positive if all threkvmbda-terms are positive vulnerabilities. The model reflects this scenario througles
or empty. Each\ € A is associated with one of the transitionshat can perform actions, modelled as state transitionge Th
Ta of the monitor automaton. attacker can now try to exploit vulnerabilities with the go&

The monitor has been developed to allow for queries gktting access to the database server (see also Figure 2).
different characteristics of the states and state tramsitof an The output of one simulation is shown in table II. In the
LTS. It can reflect attributes concerning all parametersTé® L first column, one can find the states of the example monitor



Example Simulation Szenario Network Configuration Table I

Internet RESULTS OFEXAMPLE MONITOR
Telework . H State of Monitor Steps of Sim. | Transitions H
Enterprise Network = Attacker Initial 55560 0
MultipleAccess 3900 2023
RootOnNixHost 31068 10874
UnexpectedBreach 0 0
UserOnMsHost 6400 2726
BreachMultiple 290 193
BreachViaMsHost 644 269
BreachViaNixHost 2139 1291
Sum of Breaches 3073 1753
Figure 2. Scenario network overview Ainitial2 62470 0
Table | AAIlIRootOnNixHost 37531 12518
STATS OF THESISUEATION EXAMPLE ARshLoginToNixHost 0 0
AmanDBToNixHost 13 11
14285 simulation cycles AsshExpStealthToNixHos 11368 3856
100000 steps (in Model) AsshExpToNixHost 26150 8651
42412 | transitions (of Monitor)

enhanced monitor was created in order to analyse the &sivit

automaton. Column 2 shows the number of steps of tHading to a compromise of the critical host. Simulating the
simulation during which the monitor stayed in the respectiynodel with the enhanced monitor results in the finding, that
state. The rightmost column shows how often, during tHB only 11 of 14285 cycles of a simulation the exploit of a
simulation, the respective state was reached or in othedsyorman-db vulnerability (CVE-2003-0620) was used to get root
how many of the simulation’s cycles lead to a system staéivileges on the critical host, while more than 99 per cent
with the respective properties. of successful breaches are based on exploits of an openssh

For statistics on the simulation see table I. The aim of th&/nerability (CVE-2003-0693). .
simulation in this example is to find and compare successfulThe example shows how to iteratively examine expected
attack strategies. The monitor automaton’s states reftect ystem behaviour with small effort using the simulation and
known preconditions of an event that leads to unauthorisB monitor automaton. The likelihood of different events
access privileges for the attacker. The automaton che@sSystém traces can be statistically determined. However,
which of the preconditions are fulfilled whenever the ateackh® example also shows, that a simulation can only give
gets privileges on the database server. Furthermore, ier or@NSWers to questions that go beyond the model, because it
to avoid misinterpretations a state of the monitor reflech@s to incorporate the respective aspects on an adequate lev
simultaneous fulfilment of both preconditions and a tramsit ©f abstraction. For that reason, future work will focus on
is added that allows to decide whether a breach is possil&ating interfaces to tools like Security Information dhant
without any of the mentioned privileges, e.g. that has nenbeManagement (SIEM) appliances in order to automatically
thought of before (see the monitor's staleexpectedBreach 9enerate parts of the model and in particular the weights of
in table 1). transitions.

By changing the monitor automaton the focus of the sim-
ulation can be refined easily. A more complex design of
the monitor allows for a more detailed forecast of system The monitor is a powerful tool to strictly define those
behaviour and the coherences within the system. The exampégterns of system behaviour, that have an implication on
monitor has been enhanced in order to evaluate the attsibupeoperties under investigation. In the example of 111-Degh
during the breach and, at the same time, the exploits there mostly privileges and information on how they are
attacker most likely uses to get the respective privilegé® gained. System traces that indicate security propertigsriae
respective findings can be found below the double line iretatdiccess control can be monitored as well. In other use cases
[I. This run of the simulation comprises 100000 steps in B42&f the ongoing work, the monitor is used to define complex
cycles. In these 1753 breaches (successful attacks) edcurproperties with regard to the interplay of different corsex
Of these 1484 occurred after the attacker obtained priefledike the application state, network configuration, phykica
on thenix_hostwhich equals 84.7%. Thus it is easy to eliciproperties and different processes interlinked with thenfer
the advantage of a concentration of efforts on this hostdeor (e.g. a maintenance process in a critical infrastructure).
to decrease the risk. With the Approach presented here, it is obvious that an

As the Unix Host has been identified to be critical, thaction’s likelihood depends not only on a weight classifarat

IV. DISCUSSION ANDFUTURE WORK



defined in advance but also reflects the corresponding statel error prone than the definition of weights for classes of
of the system. Deriving the probability distribution ovéret actions in accordance to each other, as proposed in this.pape
alternatives in a given state of the model from classes Bforeover, with the proposed method, the number of single
weights enables to analyse larger, more heterogeneowsrsy/stevaluations is much smaller.

than with normal probabilistic approaches. The determination of the weights can be integrated into

Simulation of the APA model also reduces the number @forkshops for threat and vulnerability identification tlzae
actions processed in comparison to evaluating all possthte part of some risk assessment methods, e.g. OCTAVE [11].
transitions in a model's reachable state space. Furtherm&uch workshops are held by security experts, decision rmaker
the generation of likelihood distributions only for thodates and personal that know the system under investigation best,
reached during a simulation is feasible for large modelss Thwhich makes these groups the perfect team to evaluate the
allows for a dynamical computation of the probabilities ofelative weights of transitions (e.g. events) in the modé¢he
a state’s successors and thus enables an assessment of gfem. Also, probabilities identified during such worksho
systems. Some further aspects of the ongoing work awaay, could be used as input without changing the standard
discussed in the following. process.

Furthermore, parameters such as cost of an attack, expertis
A. Model required, availability of exploits, or financial gain foreth

Creating a model of a system under investigation alwagstacker can be considered in computing the weight factors.
idealises reality. Nevertheless, it is a means to a) alidb@mo  Additionally, it has been proposed that potential attasker
insignificant complexity of the reality, b) capture the exs= would always choose those attack vectors that promise to
of an issue under investigation and c) automatically evaluaminimise the demand w.r.t. programming know how and time
an abstraction of reality using a computer. Whenever a modelsuccess [2]. Time of such processes might be measurable
is created, the model and those working with the model haveand the know how could be rated and thereby provide a basis
regard any assumptions made and the aspects abstracted ftomlicit weights.

Modelling vulnerabilities, exploits and attacker's caifitibs Nevertheless, a concentration of future work will be aimed
is not the only way of analysing a system’s security issuest reducing the subjective factor and introducing autoomati
Instead, an advantage of the approach is the opportunityctancerning the creation of the weighting factors. This first
simulate various different kinds of LTS models. These capproach is based on a static predefinition of weights. As
describe diverse systems on different levels of abstnactiml described in the example above it makes sense in many cases
thereby lay the focus on different (security) attributesaof to define dynamic weights that are computed as a function
system. The mentioned diversity could include cyber-ptglsi over the current state of the LTS, the history of the simatati
models, work-flow specifications and business process-infoun or the monitoring automaton. Also attack strategies can
mation. Furthermore, the combination of the APA model withe reflected in dynamic weights. Then, if a particular patter
the very flexible monitor automaton allows for fast sucaassi occurs in the simulation, weights are swayed for all stefrsgoe

of analysis regarding different issues. part of this attack strategy.

Otherwise, modelling of systems is a science in itself or It is also planned to facilitate dynamic adjustment of the
sometimes even called an art [25]. It certainly is a complexeights through linking to SIEM solutions. Those systems
task, so further work will be about finding out what couldaggregate, correlate and analyse security-related dalfaein
possibly be modelled with what effort and how to findsystems. Exploring the data generated by SIEM systems in
constraints. An interesting aspect of future investigatis order to define and influence the weights could be beneficial
whether it is possible to create templates for APA modeis two modes of implementation. Either historical SIEM data
(or any other, possibly simpler model that can produce #used to derive the weights for a simulation, or the sinoifat
LTS) describing the object of investigation on the one hanwould run constantly and parallel to a SIEM solution and the
and different suitable monitors for predefined properties dive events change the weights during the run of the sinarati
the other. Especially the latter seems to be promising, as | )
most of the security properties are of general interest had - Simulation
corresponding indicators can be found in different systems Through the introduction of a weighted simulation, the
Besides, the automation of model creation from existingtdamodel checking approach, that is intrinsically analytiad an
is already and will be further examined. (concerning the result) deterministic has been extended to

o include stochastic capabilities. This enables to makecasts
B. Weighting Factors w.r.t. the likelihood of certain traces of action and thereb

According to the status quo in information security rislapproximate unknown aspects of future behaviour.
assessment literature (see section Il), likelihood gtiaation In a simulation or a similar quantitative security analysis
is a very tedious task. Either, probabilities of risks arm the field of information security, it is common to use
gathered by working through catalogues and assessing evamgbability distribution functions to model unknown belwaw
single risk, or all actions that lead to negative inciden®nd cope with uncertainties. The variables are chosen to
are evaluated separately. Both ways seem more demandihghe situation as good as possible. Mostly, exponential



distributions are used to model attackers behaviour bwgrotthe minimisation of subjective factors through connection
distributions have been applied to security analysis, fof),[ real measurable data.

[22]-{24]. Defining probabilities according to such furmets
unlinked to system intrinsic properties carries the risk of

LIST OF ACRONYMS

abstracting from system properties that should have beerSHVT Simple Homomorphism Verification Tool

investigated. In this paper, probabilities of events aregated ICT
through the random choice of active transitions and theeefo IT
a statistical distribution function is not used. Neverdss|, it
might be worthwhile to consider a combined approach if for a LTS
large number of events a fixed statistical distribution ecily APA
models the expected occurrence.

Future work will include an analysis of the statistical
properties of the simulation which will help calibratingeth <
parameters within the process. One approach will be a7
comparison between the simulation results and those of a nus:
merical likelihood calculation based on a reachabilitylgsia Tz
using the same set of weights. A statistical analysis of thet
results will be conducted in order to elicit the conditiorfsao i
meaningful probe. gi

V. CONCLUSION 7\4

The principal goal of the ongoing work presented here is m
to assist the information security risk management processA
through the development of a model based methodology ofA
risk assessment. Our approach is to simulate a system thak
is modelled as an automaton based LTS. The simulationpre
is monitored by an additional automaton that reflects secu-tn

SIEM

Information and Communication Technology
Information Technology

Security Information and Event Management
labelled transition system

Asynchronous Product Automata

LIST OF SYMBOLS

The set of states in an LTS.

The set of transitions of the APA.

A particular state of the LTS, indexed i.
The set of transitions alternatives in a state
Any transition.

A particular transition, indexed i.

The weight of the transition;.

The probability distribution function

The set of states of the Monitor.

a particular state of the Monitor.

The set of active states of the Monitor.

A predicate of the Monitor.

The alphabet of predicates of the Monitor.
Predicate regarding the predecessor state.
Predicate regarding the name of the transition.

Predicate regarding the interpretation variables of
the transition.
Predicate regarding the successor state.

rity properties and enables to analyse the system behaviourvp
regarding these properties. Weighting factors are added to
classify transitions, relatively swaying the simulatiofhese suc
components have been successfully implemented.

The property based modelling allows to simulate the system
on various levels of abstractions. It even enables analysisThis paper was written as part of the MASSIF project (http:
of unforeseen effects that is disregarded by risk assegsmépww.massif-project.eu/), which is funded by the Eurapea
methods that focus on asset violation, because well-defifegmmission, and as part of the CASED project (http://www.
security properties do not change with the system set up a$ed.de), funded by the German Hessian government.
thus enable to reuse (branches of) the monitor. Furthermore
the weighted simulation facilitates flexible evolution dfet

analysis through the successive adjustment of parameters [§l D- Geer Jr, K. Hoo, and A. Jaquith, “Information securityhy the
model future belongs to the quantdEEE Security & Privacy vol. 1, no. 4,

) ) pp. 24-32, 2003.

Compared to other approaches presented in this paper tf2g M. Dacier, Y. Deswarte, and M. Kaaniche, “Quantitatiesassment of
relative weighting of classes of transitions is less comple  perational security: Models and tooldAAS Research Reporvol
in terms of quality and ) qu?-nt'ty- ThIS _d|st|ngu|shes. the[s] V. Veréndel, “Quantified security is a weak hypothesis” Proc. of
approach from manual likelihood estimation of any single NSPwW092009.
event of the system behaviour or from evaluation of riskd* J. McHugh, "Quality of protection: measuring the unmeable?" in

. . . . Proc. of the 2nd ACM workshop on Quality of protectiolACM, NY,
according to threat catalogues or asset oriented risk attim USA, 2006, pp. 1-2.
Furthermore, as the weighting factors will be used to imieef [5] A. Jaquith, Security metrics: replacing fear, uncertainty, and doubt
the simulation with system and security events from SIEM_Addison-Wesley Professional, 2007. : -

uti thev are a kev factor of the inteqration of th 6] S. Schechter, “Computer security strength & risk: A qutative
solutions, : Yy e Yy . g approach,” Ph.D. dissertation, Harvard University Candeid Mas-
approach with existing security management software amgl th  sachusetts, 2004.
of the automation and practical usability of the risk anilys [7] P- Ochsenschiger, J. Repp, and R. Rieke, “The SH-verification tool,” in

Th del b d si lati . fecti f K Proc. 13th International FLorida Atrtificial Intelligenced®earch Society

e model based simulation is an effective way of mak-  conference (FLAIRS-20002000, pp. 18-22.

ing forecasts through approximating probabilities of fetu [8] ISO/IEC, ISO/IEC 27005, Information technology - Security techaigju
behaviour. The approach is very flexible, allowing diffaren - Information security risk managementISO/IEC, 2008.

. . .- [9] R. Fredriksen, M. Kristiansen, B. Gran, K. Stolen, T. @pu, and
ways to adjust parameters successively. Future work will ai

) ; ) T. Dimitrakos, “The CORAS framework for a model-based risk man-
at automation, development of the forecasting algorithmh an  agement processl’ecture notes in computer scieng. 94-105, 2002.
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