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Abstract. Proxy re-encryption (PRE) enables delegation of decryption rights by entrusting a proxy server with
special information, that allows it to transform a ciphertext under one public key into a ciphertext of the same
message under a different public key. It is important to note that, the proxy which performs the re-encryption
learns nothing about the message encrypted under either public keys. Due to its transformation property, proxy
re-encryption schemes have practical applications in distributed storage, encrypted email forwarding, Digital
Rights Management (DRM) and cloud storage. From its introduction, several proxy re-encryption schemes have
been proposed in the literature, and a majority of them have been realized using bilinear pairing. In Africacrypt
2010, the first PKI-based collusion resistant CCA secure PRE scheme without pairing was proposed in the random
oracle model. In this paper, we point out an important weakness in the scheme. We also present the first collusion-
resistant pairing-free unidirectional proxy re-encryption scheme which meets CCA security under a variant of the
computational Diffie-Hellman hardness assumption in the random oracle model.

Keywords: Proxy Re-Encryption, Random Oracle Model, Chosen Ciphertext Security, provably secure, unidi-
rectional.

1 Introduction

Encryption is one of the fundamental cryptographic primitives for scenarios requiring confidentiality. Proxy re-
encryption is an important primitive that allows a third party termed as prozy server, to transform the ciphertext of
a user into a ciphertext of another user without learning anything about the underlying message. Consider the email
forwarding scenario, where Alice with public key PK ;e is on a vacation and wishes her mail server to forward all her
encrypted emails to Bob with public key PKp,;. Here, Alice is not interested in sharing her private key SK ajice with
either the mail server or Bob as that would compromise her private key. As pointed out by Mambo and Okamoto in
[18], this is a common situation in practice where a data encrypted under PK 4. is required to be encrypted under
PKpop. When Alice is online, the encrypted message Fpg ,,... (m) can be decrypted by Alice using SK ajice to extract
the message m, followed by encrypting it under PKpq, to obtain the ciphertext Epg ., (m). But in applications like
encrypted email forwarding (described above), secure distributed file systems and outsourced filtering of encrypted
spam, when the owner of SK 4. is not online, proxy re-encryption efficiently solves the problem of delegation of
decryption rights with the involvement of an untrusted party called proxy. Here, Alice provides a secret information
to the proxy called Re-Encryption Key (but not her private key SK ajice) that allows it to transform Epg,,,..(m) to
Epk,,,(m). Since Alice delegates her decryption rights to Bob, Alice is termed as delegator and Bob as delegatee.
The important property to note here is, the proxy learns nothing about m or SK aj;ce-

A PRE scheme can be unidirectional or bidirectional. In a bidirectional scheme, the re-encryption key (RK Aice— Bob)
allows re-encryption in both directions, i.e., the transformation of a ciphertext Epg ,,,.. (m) under the public key of
Alice to a ciphertext Epg ., (m) under the public key of Bob and also Epk.,(m) to Epk ,,,..(m). In a unidirectional
scheme, the re-encryption key RK ajice— Bop allows the transformation of the ciphertext only in one direction, i.e.,
Epk .. (m) to Epg ., (m) but not vice versa. Again, the re-encryption algorithm can be single-hop or multi-hop.
In a single-hop scheme, the re-encrypted ciphertext cannot be re-encrypted any further. In a multi-hop scheme, the
re-encrypted ciphertext can be re-encrypted multiple times. We focus on unidirectional single-hop PRE schemes in
this paper.

PRE can be used in many applications, including encrypted email forwarding, distributed file systems, secure certified
email mailing lists, the DRM of Apple’s iTunes, access control and privacy for public transportation [TI212TIT422].
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In 1998, Blaze, Bleumer and Strauss [0] proposed the first Elgamal-based bidirectional proxy re-encryption scheme.
However, their scheme is transitive and not collusion resistant. In a transitive PRE scheme, given the re-encryption
keys RK Ajice—sBob and RKBop—scarol, the proxy can compute RK Ajice—scarol- Also, collusion resistance is an impor-
tant property of PRE, which prevents a colluding proxy and the delegatees to extract the delegator’s private key.
Besides, bidirectionality may not be always desirable. Dodis and Ivan [I5] proposed a CCA security model for PRE
and designed the first unidirectional PRE scheme. However, in their protocol, the decryption key of the delegatee Bob
requires a part of the the private key of the delegator Alice.

In 2005, Ateniese et al. [1I2] gave the first construction of a unidirectional PRE scheme based on bilinear maps. Their
scheme is non-transitive and collusion resistant. But, their scheme only offers chosen plaintext security which is insuf-
ficient for many practical applications.

In 2007, Canetti and Hohenberger [6] proposed the security notion of PRE satisfying chosen-ciphertext attack and
presented a bidirectional CCA secure PRE scheme using bilinear pairing satisfying the same in the standard model. In
2008, Libert and Vergnaud [1I7] presented a single-hop unidirectional PRE scheme in the standard model using pairing.
Their scheme is secure against replayable chosen-ciphertext attack (RCCA). RCC A security is a weaker variant of
the CCA security in the sense that a harmless mauling of the challenge ciphertext is tolerated. Green and Ateniese
[13] also proposed a pairing based CCA-secure PRE scheme for ID-based cryptosystems.

Note that, despite recent advances in implementation techniques, bilinear pairing takes more than twice the time taken
by modular exponentiation computation [4] and is an expensive operation. Weng et al. [10] proposed a CCA secure
pairing-free bidirectional PRE scheme, but their scheme is not collusion resilient [23]. Subsequently, Shao and Cao [20]
proposed a unidirectional PRE scheme without pairing, which was later shown to be vulnerable to CCA attack by
Chow et al. [§]. In Africacrypt 2010, Chow et al. [§] proposed a CCA secure PRE scheme that does not use bilinear
pairing. Their scheme is unidirectional and resists collusion attack. This is the only scheme that offers these properties
without pairing. However, in this work, we expose a critical weakness in the security proof of the scheme.

2 Our Contributions

Although several PRE schemes have been proposed in the literature, a majority of the schemes relies on costly bilinear
pairing operations. As stated by Chow et al.[8], removing pairing operations from PRE constructions is one of the open
problems left by [6]. Weng et al. [I0] proposed the first CCA secure pairing-free PRE scheme, which was however shown
to be vulnerable to collusion attack [23]. Note that collusion resistance is an important property in the PRE setting,
which prevents a colluding proxy and malicious delegatees from recovering the private key of the delegator. Collusion
resistance, also termed as delegator secret security is a desirable property in many practical scenarios such as secure
cloud services. In 2010, Chow et al.[8] proposed the first construction of a collusion-resistant CCA secure pairing-free
PRE scheme. However, in our work, we point out a major weakness in the security proof of the scheme by Chow et al.,
which clearly shows that the scheme is not provably secure. Further, we justify that a trivial fix to the scheme is not
possible. We also provide the first construction of a CCA-secure collusion-resistant pairing-free unidirectional single-
hop proxy re-encryption scheme under the Computational Diffie-Hellman(CDH) and the Divisible Computational
Diffie-Hellman(DCDH) hardness assumptions in the random oracle model. To the best of our knowledge, ours is the
first construction of pairing-free PRE that affirmatively satisfies the collusion-resistance property.

3 Definition and Security Model

We provide the definitions and security notions of unidirectional proxy re-encryption systems in this section.

3.1 A Generic Model for Single-hop Unidirectional Proxy Re-Encryption Scheme
A single-hop unidirectional PRE scheme consists of the following algorithms described below:

— Setup(A): The setup algorithm is run with the security parameter A as input, and it returns the public parameters
PARAMS.

— KeyGen(U;, PARAMS): The key generation algorithm takes the user information U; and public parameters
PARAMS as inputs, and returns the private key SK; and its corresponding public key PK; for a user U;.

— ReKeyGen(SK;, PK;, PK;, PARAMS): The re-encryption key (re-key) generation algorithm takes the private
key SK; and public key PK; of the delegator, the public key of the delegatee PK; and the public parameters
PARAMS as inputs and returns the re-encryption key RK;_,;. This algorithm is run by the user U;.

— Encrypt(m, PK;, PARAMS): The encryption algorithm takes a message m € M, public key PK; of the receiver
and the public parameters PARAM S as inputs, and returns the ciphertext o;, which is an encryption of m under
PK;. The generated ciphertext o; is termed original ciphertext, which can be further re-encrypted.



— ReEncrypt(o;, PK;, PK;, RK,_,j, PARAMYS): The re-encryption algorithm takes a ciphertext o; (encryption of
a message m € M under PK;), the public key of delegator PK;, the public key of the delegatee PKj, the re-
encryption key RK;_,; and the public parameters PARAMS as inputs, and returns the re-encrypted ciphertext
cj which is an encryption of m under PKj;. This algorithm is run by the proxy who does not learn anything about
the message m. The re-encrypted ciphertext ¢; is termed transformed ciphertext.

— Encrypt;(m, PK;, PARAMS): The encryption algorithm takes a message m € M, public key PKj; of the receiver
and the public parameters PARAMS as inputs, and returns a non-transformable ciphertext &;, which is an
encryption of m under PK;. The generated ciphertext &; is termed non-transformable since it cannot be further
re-encrypted.

— Decrypt(o;, PK;, SK;, PARAMS): The decryption algorithm takes the ciphertext o; (original transformed or
non-transformable) which is an encryption of a message m € M under PK;, the public key PK;, the private key
SK; and the public parameters PARAM S as inputs. It returns the message m € M if o; is a valid encryption of
m under PK;, or the error symbol | otherwise.

3.2 Security Model

We adopt the game based definitions of ciphertext security of a single-hop unidirectional PRE scheme from the security
model of Chow et al. [§]. The security of a unidirectional PRE scheme is modelled in the form of a security game
between two entities : the challenger C and the adversary A. C simulates an environment running PRE for A, who can
adaptively query the oracles (to be listed later) which C answers. Our security model is based on the Knowledge of
Secret Key (KOSK) model [6I16]. The challenger computes and provides the public keys of the honest users (HU) and
the public/private key pairs of the corrupt users (CU) beforehand and the adversary cannot determine which parties
are to be compromised adaptively. C executes the key generation algorithm nj times and n. times to generate the
public/private key pairs of the honest and corrupt users respectively. Due to the presence of three types of ciphertexts:
original, transformed and non-transformable ciphertexts, it is essential to prove the security for all the three types.
Hence, we consider separate security models for the original, transformed and non-transformable ciphertexts in our
scheme.

Original ciphertext security The original ciphertext security model involves an adversary A challenged with an
original ciphertext under the target public key PKp. The security of the scheme is shown by a game between an
adversary A and the challenger C as demonstrated below:

— Phase I: C takes the security parameter A as input, runs the algorithm Setup(\) and gives the resulting system
parameters PARAMS to A. C runs the KeyGen algorithm and provides the public keys of the honest users and
the public/private key pairs of the corrupt users to .A. Additionally, A can adaptively query the following oracles
provided by C.

o Opekeygen(PK;, PK;): C runs the algorithm ReKeyGen(SK;, PK;, PK;, PARAMS) and returns the re-
encryption key RK;_,; to A.

® Ogepnerypt(0i, PK;, PK;): C runs the algorithm ReEncrypt(o;, PK;, PK;, ReKeyGen(SK;, PK,, PK;,
PARAMS),PARAMS) and returns the re-encrypted ciphertext ¢; to A.

® Opeerypt(0i, PK;) or Opecrypt(di, PK;): C runs the algorithm Decrypt(o;, PK;, SK;, PARAM S) and returns
the result to A. Here, Opecrypi(04i, PK;) is a query to decrypt the original ciphertexts and Opecrypi(6i, PK;)
to decrypt the transformed/non-transformable ciphertexts.

— Challenge Phase: After taking sufficient training, A provides a target public key PKr (T € HU), and two
messages mg, m; € M of equal length. C flips a random coin § € {0, 1}, sets the challenge ciphertext to be
or = Encrypt(ms, PKp, PARAMS) and provides or as the challenge ciphertext to .A.

— Phase II: A adaptively issues queries to the oracles simulated by C and C responds as in Phase I. However, A
is restricted from placing the following queries to C, which trivially lets A decrypt the challenge ciphertext or:
o Oprekeygen(PKr, PK;) is allowed only if PK; € HU.
e A cannot issue a re-encryption query Oregnerypt(0i, PK;, PK;) where PK; € CU, if (0;, PK;) is a challenge
derivative (See Deﬁnition of (o, PKT).
o A cannot issue a decryption query Opecrypt(0i, PK;) if (05, PK;) is a challenge derivative of (o1, PKr).
e A cannot issue a corrupted key generation query on user Ur to obtain the target private key SKr.
e A cannot issue decryption queries on o under PKr.



Definition 1. (Challenge Derivative for Chosen-Ciphertext Security). A challenge derivative (o;, PK;)
in the CCA setting is defined below. The definition is adopted from [§]:
e Reflexitivity: (o;, PK;) is a challenge derivative of itself.
o Derivative by re-encryption: (¢, PK;) is a challenge derivative of (0;, PK;) if 6 <= ORreEnerypt
(Ui7 PK“ PKJ)
o Derivative by re-encryption key: (6;, PK;) is a challenge derivative of (0;, PK;) if RK;_,; +
ORekeyGen(PK;, PK;) and ¢; = Re-Encrypt(o;, PK;, PK;, RK;_,;, PARAMS).

— Guess: Finally, A outputs a guess 6’ € {0,1} and wins the game if ' = 4.

Transformed ciphertext security In a single-hop PRE scheme, it is essential to also prove the security for the
transformed ciphertext as the ciphertexts cannot be further re-encrypted in a single-hop environment. The adversary
A is challenged with a transformed ciphertext, and does not have access to its corresponding original ciphertext. 4
is challenged with a ciphertext 1 (re-encryption of o;; under the public key PK;: to 67 under PK7p) re-encrypted
using the re-key RK; _,7. The security for the transformed ciphertext remains unaffected by the fact whether U;s is a
corrupt user or not. The security of the scheme is shown by a game between an adversary A and the challenger C and
is demonstrated below:

— Phase I: C takes the security parameter A\ as input and runs the algorithm Setup()\) and gives the resulting
system parameters PARAMS to A. C runs the KeyGen algorithm and provides the public keys of the honest
users and the public/private key pairs of the corrupt users to A. Additionally, A can adaptively query the re-key
generation oracle Ogexeygen(PK;, PK;), re-encryption oracle Ogegnerypt(0i, PK;, PK;) and decryption oracles
Opecrypt(0i, PK;) provided by C.

— Challenge Phase: After taking sufficient training, A provides the delegator’s public key PK;:, the delegatee’s
(target) public key PKr (T € HU), and two messages mg, m; € M of equal length. C flips a random coin ¢ € {0,1}
and sets the challenge ciphertext to be or = ReEncrypt(ms, PK,, PKp, RK; 7, PARAMS) and provides 61 as
challenge ciphertext to A.

— Phase II: A adaptively issues queries and C responds as in Phase I. However, the adversary A is subjected to
the following restrictions during this phase :
1. If PK] € CU, A cannot query RK; _,p.
2. If A has already obtained RK;_,; where PK! € CU, PK] cannot be the delegator in the challenge phase.
3. A cannot issue a corrupted key generation query on user Ur to obtain the target private key SKr.
4. A cannot issue decryption queries on oy under PKr.

— Guess: Finally, A outputs a guess 6’ € {0,1} and wins the game if §' = 4.

Nontransformable Ciphertext Security Non-transformable ciphertexts are the encryptions of very sensitive
information that should not be further encrypted. The Encrypt; algorithm produces non-transformable ciphertexts
7, indistinguishable from re-encrypted ciphertexts generated by the ReEncypt algorithm. The security of the
scheme is shown by a game between an adversary A and the challenger C and is demonstrated below:

e Phase I: C runs the algorithm Setup(\) and gives the system parameters PARAM S to A. C runs the KeyGen
algorithm and provides the public keys of the honest users and the public/private key pairs of the corrupt users
to A. Additionally, A can adaptively query the re-key generation oracle Ogcreycen(PK;, PK;) and decryption
oracles Opeerypt (0, PK;) provided by C.

e Challenge Phase: After taking sufficient training, A provides the target public key PKr (T € HU) and two
messages mg, m1 € M of equal length. C flips a random coin 6 € {0,1}, and sets the challenge ciphertext to
be or = Encrypt,(ms, PKp, PARAMS) and provides 61 as challenge ciphertext to A.

e Phase II: A adaptively issues queries and C responds as in Phase 1. However, the adversary A is subjected
to the following restrictions during this phase :
1. A cannot issue a corrupted key generation query on user Ur to obtain the target private key SKr.
2. A cannot issue decryption queries on o’r under PKr.

e Guess: Finally, A outputs a guess §’ € {0,1} and wins the game if §' = 6.



We refer to the above adversary A against all the three types of ciphertexts as IN D-PRE-CCA adversary. A’s
advantage in attacking the PRE scheme is defined as :

Advpy R TP = 2Pr[6 — 0] — 1,

where, the probability is over the random coin tosses performed by C and A. Given a t-time IND-PRE-CCA
adversary A who makes at most qrx re-encryption key generation queries, grg re-encryption queries and ¢q4
decryption queries, a single-hop unidirectional PRE scheme is defined as (t,¢)-IND-PRE-CCA secure if the
advantage of A is Advf)%g_PRE_CCA <e

5

Delegator Secret Security

Delegator secret security or collusion-resistance prevents a colluding dishonest proxy and delegatees to derive the
delegator’s private key in full [§]. This attack is also captured by the transformed /non-transformable ciphertext security,
since the challenger provides the adversary with all the re-encryption keys, which makes decryption of ciphertexts
encrypted under the delegator’s public key easy when the adversary can derive the delegator’s private key completely.
We adopt the delegator secret security model from the definition in Chow et al.[7]. The security is defined by the
following game between the challenger C and the adversary A as demonstrated below:

— Setup: C takes the security parameter A\ as input, runs Setup()\) and gives the resulting system parameters
PARAMS to A.

— Queries: A issues the following queries adaptively to C:

e Uncorrupted-Key Generation: C runs the KeyGen(U;, PARAMS) algorithm to generate the public/private
key pair (PK;, SK;) of user U; and returns PK; to A.

e Corrupted-Key Generation: C runs the KeyGen(U;, PARAMS) algorithm to generate the public/private key
pair (PK;, SK;) of user U; and returns (PK;, SK;) to A.

e Re-encryption Key Generation (PK;, PK;): C generates the public/private key pairs(corrupted or uncor-
rupted) of users U; and U; and runs the ReKeyGen(SK;, PK;, PK;, PARAMYS) algorithm to generate the
re-encryption key RK;_,; from users U; to Uj.

— Output: A returns SK; as the private key of public key PK. A wins the game if SK is a valid private key of
an uncorrupted user with public key PK}.

We refer to the above adversary A as the DSK adversary. The advantage of A in attacking the delegator secret
security of the scheme is defined as:

Adv?ﬁﬁA = Pr[A wins].

where, the probability is over the random coin tosses performed by C and A. Given a t-time DSK adversary A
who makes at most qrg re-encryption key generation queries, a single-hop unidirectional PRE scheme is defined as
(t,€)-DSK secure if the advantage of A is AdvIQ}%IE(’A <e.

Complexity Assumptions
We define the complexity assumptions used in the proof of security of our PRE scheme.

Definition 2. Computational Diffie Hellman Assumption (CDH): Let G be a cyclic multiplicative group of
prime order q. The Computational Diffie Hellman problem in G is, given (g, g%, g°) € G, compute g°°, where a, b + Ly.

Definition 3. Divisible Computational Diffie Hellman Assumption (DCDH): Let G be a cyclic multiplicative
group of prime order q. The Divisible Computational Diffie Hellman problem in G is, given (g, g%, ¢°) € G®, compute
g%, where a,b Ly

Definition 4. Discrete Logarithm Assumption (DL): Let G be a cyclic multiplicative group of prime order q.
The Discrete Logarithm problem in G is, given (g,g*) € G2, compute a, where a + Zy.

4 Analysis of a Unidirectional PRE Scheme by Chow et al.[§]

We review the scheme due to Chow et al. [8] and point out the weakness of the scheme in this section.



4.1 Review of the scheme

— Setup(A): Choose two primes p and ¢ such that ¢g|p — 1 and the security parameter A defines the bit-length of g.
Let G be a subgroup of Zj with order q and let g be a generator of the group G. Choose four hash functions:

Hy : {0, 1} x {0,1}" — Z7,
Hy: G — {0,1}oFh,

Hs: {0, 1}* — Z;,

H4 G — ZZ

The hash functions Hy, Ho, H3 are modelled as random oracles in the security proof reduction. Here [y and [; are
security parameters determined by ), and the message space M is {0, 1}%.
Return the public parameters PARAM = (q,G, g, Hy, Hy, Hs, Hy, lo, 11).

— KeyGen(U;, PARAMS): To generate the private key (SK;) and the corresponding public key (PK;) of user U;:
o Pick Ti1,%i2 €R ZZ and set SKZ' = ($i71,$i72).
e Compute PK; = (PK, 1, PK;2) = (g™, g%2).

— ReKeyGen(SK;, PK;, PK;, PARAMS): On input of the private key of user U;: SK; = (;1,;2) and public
key PK; = (PK;1,PK;2) and user j’s public key PK; = (PKj; 1, PKj2), generate the re-encryption key RK;_,;
as shown:

Pick h € {0,1}0, m € {0, 1},

Compute v = Hy(h, ).

Compute V = PK}, and W = Ha(g") @ (h||r).

(1 _ h
Define RK; |, = ZiaHi(PKi2) %02

Return RK,_,; = (RK<1> V,W).

1— 77

— Encrypt(m, PK;, PARAMS): To encrypt a message m € M under the public key PK;:
e Pick u € Zy.

Compute D = (PE ) PR 5)".

Pick w € {0,1}".

Compute r = Hy(m,w).

Compute E = (PKﬁAPK“)PKi,z)T and F' = Hy(g") ® (m||w).

Compute s =u+r- H3(D,E,F) mod q.

Output the ciphertext o; = (D, E, F\ s).

— ReEncrypt(o;, PK;, PK;, RK,_,;, PARAMS): On input of an original ciphertext o; = (D, E, F, s) encrypted
under the public key of the delegator PK; = (PK; 1, PK; 2), the public key of the delegatee PK; = (PK; 1, PKj ),
the re-encryption key RK;_,; = (RKﬁZj, V, W), re-encrypt o; into a ciphertext ¢; under PK; as follows:

e Check if the following condition holds to satisfy the well-formedness of ciphertexts:
(PE PR PR, ,)* £ D pHs(DEE) "

If it does not hold, return L.
~ (1)
e Else, compute £ = FFEi—; = g™

e Output ¢; = (E, F,V,W) = (9", Ha(g") & (ml|w), PK} 5, H2(g") & (h||m)).

— Encrypt,(m, PK;, PARAMS): To generate a non-transformable ciphertext under public key PK; of a message
m e M:

Pick h € {0,1} and 7 € {0, 1}%.

Compute v = Hy(h, ).

Compute V' = PK}, and W = Ha(g") ® (h|[n).

Pick w €g {0,1}" and compute r = H;(m,w).

Compute E = (¢")" and F = Hy(g") ® (m||w).

Output the non-transformable ciphertext ¢; = (E', FV,W).



— Decrypt(c;, PK;, SK;, PARAMS): On input of a ciphertext ¢;, public key PK; and its corresponding private
key SK; = (z;1,%;,2) ,decrypt according to two cases:
e Original Ciphertext o; = (D, E, F, s):
* If equation does not hold, return L.
* Otherwise, compute:

I T
(me) =F® HQ(E””77~1H4<PK%2)+1'¢,2 ) (2)

(PKI‘Q)

x+ Return m if & ~ (PKi{ql4 PKi,g)Hl(m’w) holds; else return L.

e Transformed /Non-transformable Ciphertext 6; = (E, F,V, W):
% Compute (h||7) = W & Ho(VY5Ki2) and (m||lw) = F & Hay(EY™).
+ Return m if V = PKgl(h’ﬂ) and £ = gt (mw)h holds; else return L.

4.2 Our Attack

In this section, we point out the weakness of the scheme by Chow et al. [§]. We show that the simulation of the oracles
defined in the security proof of the scheme is not consistent with the real algorithm. This allows the adversary to
distinguish the simulation run by the challenger from the real system. We demonstrate this flaw by considering the
validity of the ciphertexts with respect to the ReEncrypt and Decrypt algorithm in the simulation and in the real
system. To make it simple, we consider PKr as the public key of the target user in the challenge phase and the attack
is posed in Phase-II after the challenge phase is over. We re-encrypt a ciphertext o under PK7 into a ciphertext &;
under PK; (PKj is corrupt) and further decrypt 6;. All the computations hereafter are done using PKr and PK;.

Before we explain the flaw, let us partially review the re-encryption and decryption oracles of the scheme in [7] which
is relevant to our attack. We note that the re-encryption keys are maintained in a list R"s* in the form of tuples
(PKr,PKj, (RK<T11> iV W), h, 7). In order to respond to the random oracle queries of the adversary, the challenger
maintains list H1**! with tuples (m,w,r) such that H;(m,w) = r and list H** with tuples (R, 3) such that Hy(R) = j3.
The description of the re-encryption and decryption oracles are as follows:

— Re-encryption Oracle (Ogg(PKr, PKj,or1)):
e Parse o to obtain (D, E, F, s). Note that or (Ur is honest) is to be re-encrypted to 6; (U; is corrupt).

Search for tuple (m,w,r) in H;"*" such that (PKg‘i(PKT’Q)PKT’z)T Z E. If no such tuple exists, return L.

Else, retrieve tuple (PKr, PK;, (x,V,W),h/ —') in list R'!,
If found, compute E=E""
Else, prepare the partial re-encryption key as follows:
% Pick h €g {0,1}, 7 €x {0,1}"*. Compute v = H; (h, ).
* Compute V = PK}, and W = Ha(g") © (h||m).
x Update list R'* with tuple (PK;, PK;, (L, V,W),h, "), define E=FE"h,
e Return 6; = (E, F,V,W) to A.

— Decryption Oracle (Opec(PKr,or)) or (Opec(PKj,65)): ‘
e To decrypt an original ciphertext o = (D, E, F, s) under the public key PK7 (uncorrupt), search lists H!**
and HY*t for tuples (m,w,r) and (R, B) such that:
H4(PK;2) r ! ? ?
(PKp) PKrp)" =E, B& (mllw)=F, R=g". 3)
If yes, return m to the adversary. Else, return L.

e To decrypt a transformed ciphertext 6; = (E’,F,V,W) under public key PK; (corrupt), run algorithm
Decrypt(6;, PK;,SK;, PARAMYS) and return the result to A.

First, we encrypt a message m under PKr. Let us consider two forms of ciphertext o geai = (DReals EReals FReals SReal)
and opake = (DFake, Erakes FRand, SFake)- OReal 18 the ciphertext obtained from the encryption algorithm Encrypt
(i.e., encryption of m under PKr by executing the Encrypt(m, PKr, PARAMS)). 0 pak. is a cooked-up ciphertext
that can pass the verification tests of ReEncrypt algorithm but not the Decrypt algorithm. We list down the steps to
construct oreq and opgke.

— Construction of ogeq: TRreq; is the encryption of a message m under the public key P K7 obtained from the real
system, i.e., 0geqr < Encrypt(m, PKp, PARAMS). The construction of o geq; is as follows:



e Pick ugeas ER ZZ.

UReal
e Compute Dgeqi = ((PKT’l)H‘l(PKT’z)PKT’Q) .
e Pick wgrear €r {0, 1}l1.
e Compute 7geq; = H1(m, WReat)-

HAi(PK ) TReal

o Compute Ereq = ((PKTJ) 4(PKr,2 PKTQ) .
[ Compute FReal = HQ(QTRS‘”) D (m||wReal).
o Compute sreal = UReal + T'RealH3(DReats EReal; FrReat) mod q.

e Output the ciphertext creai = (DRreals FReal, FReals SReal)- 1t is clear that or passes the ciphertext verification
test of equation ().

— Construction of opgke: Orake 18 a cooked-up ciphertext that clears the verification tests of the ReFEncrypt
algorithm but fails against the verification of the Decrypt algorithm. We denote the algorithm for the construction
of 0pare as Encryptpake(m, PKr), which is as follows:

o Pick upqke €ER Z:;.

e Compute Dpgre = ((PKT71)H4(PKT’2)PKT,2>

o Pick 7rand €r Zy. Here it should be noted that rgena does not follow the actual algorithm, instead it is picked
at random from Z;.

UFake

e Pick wrare €r {0, 1}11 and compute rpore = H1(m, wpake). Note that in the Encrypt algorithm, rpqk. is the
output of H; oracle on giving a message and a random string (wrake) of size {0, 1}t as input.

o Compute Erore = ((PKT71)H4(PKT,2)PKT72) Rand

e Choose Frang €g {0,1}o*1, In the Encrypt algorithm, F is the encryption of the message to be encrypted
along with a random string wgake of length {0, l}ll. But in the construction of opke, we note that Frang is
chosen at random.

e Compute spare = Urake + "RandH3(DFake, Erakes FrRana) mod q.

e Output the ciphertext opore = (Drakes Erakes FRands SFake)- 1t should be noted that the components Franq
and 7TRang violate the definitions given in the Encrypt algorithm. However, opqre passes the ciphertext
validation test of equation . In fact:

H3(Drake;Erake,FRan
RHS = Drgge - (EFake) 3(Drake;Erake s FRand)

rRand H3(DFake,Erake , FRand)

UFake
— ((pKT’l)HAL(PKT.z)pKT’z) . ((pKTJ)HAL(PKT,Z)PKTz)

= ((PKT,l)H4(PKT’2)PKT,2> A
=LHS.

The important properties possessed by 0 req; and opqre are:

1. Output of Decrypt(crear, PKr,SKp, PARAMYS) is m and the output of Opecrypt(PK7,0Reqr) is m. This is
because o Req; is a legitimate ciphertext of m produced by Encrypt algorithm.

2. Output of Decrypt(crake, PK7r, SKr, PARAMS) is L and the output of the Opecrypt(PKr1,0pake) is L. This
is because:

— In Decrypt algorithm: Since Frang €r {0, 1}0+1 | according to equation , we obtain (my||lwy) + F @
Hg(E“”ile‘l(P}‘iv?)”fv?) where (my||lwg) is a junk message which does not satisfy the validity check: E #
(PKi%(PK"”Q)PKZ-’g)Hl(m’“’“’k). Consequently, L is returned.

— In Opeerype Simulation: Note that 7reng is used for the construction of opgre and there exists no tuples
(M, Wrake, ) € HY and (R, B) € HY*! such that condition (3)) holds. Hence, L is returned.

3. OReat is a valid ciphertext and o pqke is an invalid ciphertext with respect to both Decrypt algorithm and Opecrypt
oracle. Therefore, the simulation of the decryption algorithm is perfect.

4. Both 0Reqr and opqke are valid ciphertexts corresponding to the ReEncrypt algorithm. This is because o peq; is a
legitimate ciphertext of m produced by the Encrypt algorithm. Again, o pqke passes the ciphertext verification test
of equation and the algorithm computes the re-encrypted ciphertext 6pqre = (E, F,V,W) as per the protocol

where Epgpe = g"Fe+<" where rpare = Hi(m,wrare) has already been computed.

Next, we re-encrypt both oreq and o pqre under the public key PK; of a corrupt user. Let us consider the following

notations. We use &ﬁz};eme) to denote the result of re-encryption of oy obtained from the re-encryption algorithm



ReEncrypt i.e., &E%Sefl};eme) + ReEncrypt(ogeqa, PKr, PKj, RKr_,;, PARAMS) and &E%Oe;'lwle) to denote the result

. . . . . (Oracl
of re-encryption of o geq obtained from the re-encryption oracle O ge grerypt 1-€., a%eg‘;a ) ORegnerypt(PK7, PK;, 0Real)-

Also, we use &%ickh:me) to denote the result of re-encryption of o a4k obtained from the re-encryption algorithm ReEn-
crypt i.e., c}g,ic,f;me) +ReEncrypt(opake, PKr, PK;, RK1_,j, PARAMS) and Er%?lﬁde) to denote the result of re-

. . . . .(Oracl
encryption of o paie obtained from the re-encryption oracle Ogregnerypt 1-€-, a%aﬁc ¢ Ope Encrypt(PK1, PK;, 0pake)-

. ~ (Scheme) ~ (Oracle) |
Observations on 6y, and 6_,; :
1 ~(Scheme) . (Oracle)
Real ~ Y Real .
9 ~ (Scheme) ~ (Oracle)
* OFake O Fake .

The reason for observation 1 follows directly from the fact that ogeq; is a valid ciphertext. The reason for the violation
in observation 2 is that the ReEncrypt algorithm is only a function of the re-encryption key but Ogegnerypt oracle

~ (Oracl . . . .
makes use of the knowledge of rpqre to generate Ul(%zc;c ®) However, in the construction of o rake, 7 Rand is used in the
. ~ (Oracle) " . . ) s .. ~(Scheme) ~ (Oracle)
generation of 6, .~ . The question here is, how will the adversary find this difference, that is 6 O Frake

Let us now demonstrate how the adversary captures this difference shown by the Orecgncrypt Oracle simulation and

the ReEncrypt algorithm. We first analyse the ciphertexts &%ickh:me) and &1(312?[6)

Closer Look at &%.ickh:me) :

— glpeheme) (Egi‘;jfm@,ngﬁme),Vgigzeme),wgi;’;"me)) « ReEncrypt(orake; PKr, PK;, RK7_,;, PARAMS).

rand (st e ) n
Fake — “Fake , , ’ = (gTRand) :
v = Hy(h,7) where h € {0,1}" and 7 € {0,1}".

= Vrake = PKj 5 and Wrake = Ha(g") @ (hl|m).

— So, we have 6;ic,fme) = (QTR“"dh7FRand7PKf,2aH2(gv) @ (hl|m)).

— Bgceme = Bine = (PRI PR,

Closer look at &%Z;‘;Cle) :

- 1« OReEncrypt(PKTaPKjaUFake)~
; ?
Since there exists no tuples (m,w,r) in Hi* such that (PK;{‘;(PKT’Z)PKTQ)T = F, the oracle returns L. This is

because, although there exists a tuple (m, Wrake, "Fake) i H{i‘*t, T'Rand 18 used in the construction of Epgke.

Distinguishing The Oracle From The Real Algorithm:

Using the above observations, the adversary can easily distinguish between the real algorithm and the simulated
environment provided by the challenger C. The adversary A can perform the following simple test to distinguish the
simulated OreEncrypt and the real algorithm ReEncrypt:

Distinguisher

1. C provides the system parameters PARAMS to A.
2. After getting training in Phase-I, A provides two messages mg and m; of equal length and a target public key
PKr to C.
3. C generates the challenge ciphertext op and gives as challenge to A.
4. A now does the following:
(a) Generate opake ZEHCI‘YPtFake(moafng) = (Drake, Erakes FrRand, SFake) Where:
— Drake = ((PKT)H4(PKT)PKT) .
— Erake = ((PKT)H4(PKT)PKT> [ Y Z;.
- FRand €R {07 1}l0+l1 .
— SFake = UFake + TRandH3 (DFakea Erake, FRand) mod q.
Here A knows rgang and upgie.
(b) A queries Oregncrypt (OFake, PKr, PK;, RK7p_,;, PARAMS). It should noted that v, V, h, 7, W are fixed for
T — j delegation.
(c) Test: If L < Orernerypt (0Fake, PK7, PKj, RK1_,;, PARAMS)), then ReEncrypt # ORrcgnerypt and A

knows that it is not the real system and will abort. Else, A learns no clue about the simulation.



4.3 Fixing the flaw

Note that modifying the re-encryption algorithm to fix the flaw is not possible since re-encryption of a valid ciphertext
or will always require the knowledge of » = Hj(m,w) as no other trapdoor exists to obtain a re-encrypted ciphertext
0. Again, the knowledge of the private key of the delegator is necessary to generate the re-encryption keys and re-
encrypted ciphertexts. Consequently, we cannot provide a trivial fix to the scheme in order to address the problem.
As a solution, we propose a new collusion-resistant unidirectional proxy re-encryption scheme without any pairing
operation. We have incorporated additional information to the existing Encrypt algorithm along with ciphertext
validity checks in both the Re-FEncrypt and the Decrypt algorithm. Our technique prevents any cooked up ciphertexts
violating the definitions of Encrypt algorithm to clear the ciphertext validity checks of both the Re-Encrypt and
Decrypt algorithms.

5 A Unidirectional Proxy Re-Encryption Scheme

— Setup(A): Choose two primes p and ¢ such that ¢|p — 1 and the bit-length of ¢ is the security parameter \. Let
G be a subgroup of Z; with order q. g is a generator of the group G. Choose five hash functions:

Hy :{0,1}° x {0,1}"" — 77,
Hy: G — {0, 1}t

Hj : {0, 1}* — Z;

Hy:G— 7,

Hs: G* x {0,1}oth 5 G.

The hash functions are modelled as random oracles in the security proof reduction. Here Iy and [; are security
parameters determined by A, and the message space M is {0, 1}.
Return the public parameters PARAMS = (q,G, g, H1, Hy, H3, Hy, Hs, 1o, 11).

— KeyGen(U;, PARAMS): To generate the private key (SK;) and the corresponding public key (PK;) of user U;:
e Pick Ti1,Ti2 €R ZZ and set SK; = ($1717$i72).
e Compute PK; = (PK;1,PK;2) = (¢%', g*?).

— ReKeyGen(SK;, PK;, PK;, PARAMS): On input of a user i’s private key SK; = (z;1,%;2) and public key
PK;, = (PK;1,PK;2) and user j’s public key PK; = (PK; 1, PKj2), generate the re-encryption key RK,_,; as
shown:

Pick h €x {0,1}, 7 € {0, 1}4.

Compute v = Hy(h, ).

Compute V = PK}, and W = Ha(g") ® (h|[n).

(1) _ h
Define RKZ‘HJ' T xi1Ha(PK;2)+wi 2"

Return RK,_,; = (RK<1> V,W).

1—j0

— Encrypt(m, PK;, PARAMS): To encrypt a message m € M:
o Pick u €g Z{.

e Compute D = (PKfl4(PKi’2)PKi,2)u.

e Compute D = H5(PK; 1, PK;2,D,E, F)".
e Pick w ep {0, l}ll.

e Compute r = Hy(m,w).

e Compute E = (PKZ-’Hf(PKi"")PKm)T.

e Compute ' = H5(PK,1,PK;2,D,E, F)".
e Compute F' = Ha(g") ® (m/||w).

e Compute s =u +7- H3(D,E,F) mod q.
e Output the ciphertext o; = (D, E, F, 5).

— ReEncrypt(o;, PK;, PK;, RK,_,;, PARAMS): On input of an original ciphertext o; = (D, E, F, s) encrypted un-
der public key PK; = (PK; 1, PK; 2), the public keys PK; and PK, are-encryption key RK;_,; = (RK&Z].7 V, W),
re-encrypt o; into a ciphertext ¢; under the public key PK; = (PKj 1, PKj ) as follows:

10



o Compute E and D as follows:

E — (PK}I{L PKLZ PKZ 2) 'D,I)H3(D7E,F)—1

(( H4(PK1 Q)PK >(u+7-‘H3(E,E,F)) (PKH4(PKL2)PK,L 2)7U>H3(D,E,F)*1

H4(PK )TH3(D7E7F))H3(D,E7F)_

’Q)PK

D = Hy(PK; 1, PK, 2, D, E, F)* . (Ef3(D:B.F))~1

_ -1
= H5(PK;1,PK; 2, D, E, F)tetrHs(D.E) (Hs(PKi,hPKw’D,E,F)THg(D’E’F))
= 1"[5(PK',‘717 PK;>,D,E, )"

o Check if the following verification for the well-formedness of the ciphertext holds:

(PE PR K, ,)* L D . pHs(DBF) "

(H5(PK2',17PK'L‘,2,D,E7F)) 2 D . EHs(D.EF) 5)

If the above checks do not hold, return L.
— 1
e Else, compute £ = ERK’S‘ZJ' =g

e Output d; = (E,F,V,W) = (¢"" Ha(g") @ (m||w), PKY 9, Ha(g") @ (h]|m)).

— Encrypt(m, PK;, PARAMS): To generate a non-transformable ciphertext under public key PK; of a message
m € M:

Pick h €g {0,1}° and 7w €x {0,1}4.

Compute v = Hy(h, ).

Compute V' = PK}5 and W = Hs(g") ® (h|[n).

Pick w €g {0,1}" and compute r = Hy(m,w).

Compute E = (¢")" and F = Hy(g") & (m||w).

Output the non-transformable ciphertext ¢; = (E, F,V,W).

— Decrypt(o;, PK;, SK;, PARAMS): On input a ciphertext o;, public key PK; and private key SK; = (z;1,%;2),
decrypt according to two cases:
e Original ciphertext of the form o; = (D, E, F, s) :
* Check if the ciphertext is well-formed by computing the values of £ and D and checking if equations
and holds. If they do not hold, return 1.
* Otherwise, extract the message as:

(mlw) = F & Hy(E7i ki) (6)
* Return m if the following checks hold, else return L.
DL (PRSI pic, ) ()0 5
E £ H5(PK; 1, PKi2, D, E, F)T(m)

e Transformed ciphertext or a non-transformable ciphertext of the form o; = (E, F,V,W):

* Compute (h||r) = W @ Hy(V1/5Ki2) and extract the message as:

(mllw) = F & Hy(E*/") (7)

Hl(h )

« Return m if V = PK; and £ = gt (mw)h holds; else return L.

11



5.1 Correctness

— Correctness of ciphertext verification from equation :

RHS =D - EMs(D:B.F)
_ (PKinL(PKi,Q)PKi 2>u . (PKZ_H14(PK1',2)PKi 2)rH3(D,E,F)
— (PKZH14(PK72)PKZ 2)u+7'H3(D,E‘,F)

= (PK[ PR PEK, )0
=LHS.

— Correctness of ciphertext verification from equation :

= Hy(PK;,,PK; 5, D,E,F)" - Hy(PK, 1, PK; 5, D, E, F)H3(D-E.F)
= Hs(PK; 1, PK; 5, D, E, F)*Hs(D.B.F)

Hs(PK; 1, PK;5, D, E, F)®

= LHS.

— Counsistency of Encryption and Decryption of Original Ciphertext from equation @:

RHS =F& Hz(ETi71H4(PIl(i,2)+li,2)

= Fo Hy(PK M"Y PK

= Ha(g") @ (m|lw) © Ha(g")
= (m|lw)
=LHS.

1
rXx
) z; 1 Hy(PK; o)+ 2 )

— Consistency of Encryption and Decryption of Transformed/Non-transformable ciphertext from equation :

RHS = F @ Hy(EW)
= Hy(g") @ (m||w) & Ha(g""*7)

— (mllw).

5.2 Security Proof
Original Ciphertext Security:

Theorem 1. The proposed scheme is CCA-secure for the original ciphertext under the DCDH assumption and the
EUF — CM A security of Schnorr signature scheme [19]. If a (t,e)IND-PRE-CCA A with an advantage € breaks the
IND-PRE-CCA security of the given scheme in time t, C can solve the DCDH problem with advantage €' within time
t' where:

1 € qm,  4qHs; tqm qm, +qm, | 2
N e 1 3 5 ( 1 2 7) o
€ = ar (6(QRK ¥ 1) ol 2lo+11 dd 2lo+1 + q €1 € |,
t' <t+ (qm, + qm, + qus + qH, + qHs + 10+ Ne + qrE + qRE + 04)O(1)

+ (2np + 2ne + 2qrK + 5qrE + 2q4 + qH,qrE + (2qH, + 2qH,)q4)te,

We note that e is the base of natural logarithm, €1 denotes the advantage in breaking the CCA security of the hashed
Elgamal encryption scheme and es denotes the advantage in breaking the EUF-CMA security of the Schnorr Signature
scheme and t. denotes the time taken for exponentiation in group G.

Proof. Given an adversary A that breaks the (¢,¢)IND-PRE-CC A security of the scheme, we show how to construct
a polynomial time algorithm C which breaks the DC'DH assumption in G or the existential unforgeability against
chosen message attack (FUF-CMA) of the Schnorr Signature with a non-negligible advantage. C maintains two lists
Lyey and Lri to store the lists of the public/private key pairs and the re-encryption keys of the users respectively.
Both the lists are initially empty consisting of tuples of the form:

12



® Lyey : (PKi,xi1,252,¢).
e Lpk : (PK;, PK;, RK}"

=]

V, W, h, ).

— Key Generation: C maintains the list Ly, that contains information of all the user keys. C generates the keys
of the users in the following ways:

e Uncorrupted User Keys: C uses Coron’s coin tossing technique [J] to generate the uncorrupted user keys by
flipping a coin ¢; € {0,1} that takes the value 1 with probability p, which we shall determine later. C chooses
Ti1,Ti2 €r Z; and computes PK; according to the following cases:

* If C; = 1, compute PK1 = (PK1',717PK7;72) = (gzll7gxl2) Add the tuple <PKZ‘,CCZ‘,1, Ti2,C = 1> to Lkey~
x If ¢; = 0, compute PK; = (PK;1,PK;2) = ((¢g*)"",(¢g*)*?). Add the tuple (PK;,x;1,z;z2,¢; = 0) to
Liey.

e Corrupted User Keys: C chooses x; 1,7;2 €g Z; and computes PK; = (PK; 1, PK; ) = (¢g*"*, g"?). It adds

the tuple <PK,, T4,1,%4,2,C = 7> to Lkey~

— Phase 1: C answers the queries issues by A as follows:
e Oracle Queries:

Hy(m,w): C maintains a list Ly, with tuples (m,w,r). If a tuple (m,w,r) already appears in Ly, list, respond
with Hy(m,w) = r. Else pick r €r Z7, add the tuple (m,w,r) to Ly, and return 7.

Hs(R): C maintains a list Ly, with tuples (R, ). If a tuple (R,0) already appears in Ly, list, respond
with Ha(R) = 6. Else pick § € {0, 1}t add the tuple (R, ) to Ly, and return 6.

H3(D,E,F): C maintains a list Ly, with tuples (D, E,F,%). If a tuple <Q,E,F,1/)> already appears in Ly,
list, respond with H3(D, F, I') = v. Else pick ¢ €g Z;, add the tuple (D, E, F, 1) to Ly, and return 1.

Hy(PK,;2): C maintains a list Ly, with tuples (PK;o,v). If a tuple (PKj, 5,v) already appears in Ly, list,
respond with Hy(PK;2) = v. Else pick v €r Z}, add the tuple (PK; 3,v) to Ly, and return v.

Hs;(PK;1,PK;2,D,E,F): C maintains a list Ly, with tuples (PK; 1, PK; 2, D, E,F,(3,7). If a tuple (PK 1,
PK,5,D,E,F,B,v) already appears in Ly, list, respond with Hs(PK; 1, PK;2,D,E,F) = ~. Else, pick
B €r Zy;. Compute v = g® and set H5(PK;1,PK;2,D,E,F) = 1.

® Opekeygen(PK;, PK;): C maintains the list Lrx that contains information of the re-encryption keys of the
users. If the re-encryption keys from PK; to PKj already exists in Lgrg, retrieve and return RK;_,; =
(RK Z@ iV W). Else, C computes the re-encryption keys as shown:
* Select h € {0,1}, 7 € {0,1}.
* Compute v = Hy(h,n), V = (PKj2)", W = Ha(g") & (hl|r).
x Compute the value of RK ) according to the following cases:

i—j
- If ¢; =1V ¢; = —, compute REM. = . Set 7 =1 and update the list Lrg.

i—j zi1Hy(PK;2)+xi2
- If ¢; = 0N (¢; € {0,1}), pick RKﬁzj €R Z; and set 7 = 0. Since a random value of RK;_,; would
not match the value h associated with (V, W), we rely on the security of hashed Elgamal encryption

scheme [BITTIT2] as shown in the security proof of original paper [7].

- If ¢; =0 A ¢j = —, abort and report failure.
* Return the re-encryption key RK,;_,; = (RKZ-@]-, V,W) to A.

® OgeEnerypt(0i, PK;, PK;): Check for the well-formedness of o; by computing E and D and verifying if equa-
tions and hold (both the checks ensure that only legitimate ciphertexts obeying the definition of the
Encrypt algorithm can clear the verification condition). If they do not hold, return L. Else, compute the
re-encrypted ciphertext ¢; according to the following cases:

« If (¢; = 0A¢; = —) does not hold, check for the existence of a tuple (PK;, PKj, RKéizj, V,W,h,7) in Lgk.
If not found, compute the re-encryption keys by issuing a re-key generation query Orexeycen(PKi, PKj)

and obtain ¢; = ReEncrypt(o;, PK;, PK;, RK;_,, PARAMS). Return 7; to A.
% Otherwise if (¢; = 0 A ¢; = —) holds, retrieve tuple (PK, 1, PK;2,D,E,F,3,v) from Lg,. Compute
R = (E)% and extract (m|lw) = F & Ha(R). Search list Lrg for a tuple (PK;, PK;, L,V, W, h,—). If
found, compute £ = g"" and return gj = (E,F,V,W) to A. Else, select h €p {0,1}l0, © €p {0,1}1.
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Compute v = Hy (h,7), V = (PK;2)", W = Hy(g") @ (h||7) and E = g"". Update the list Lrx with the

tuple (PK;, PK;, L, V,W,h,—). Return ¢; = (E, F,V,W) to A.

® Opeerypt(0i, PK;): The challenger decrypts the original ciphertexts and transformed ciphertexts respectively

as follows:

* 0y is an Original ciphertext: Check for the well-formedness of o; by computing E and D and verifying if
equations () and (5 hold. If they do not hold, return L. Else, if ¢; = — or ¢; = 1, run Decrypt algorithm
to extract and return m. Else, if ¢; = 0, retrieve tuple (PK; 1, PK; 2, D, E, F,3,v) from Ly.. Compute
R= (E)% and extract (m||w) = F @ Hz(R). Return m to A.

x 0; is a transformed ciphertext: C decrypts according to the following two scenarios:

- If there exists a tuple (PK;, PK;, (RKY V, W), h,0) in Lgg, compute E = Ewe® . Search for the
existence of a tuple (m,w,r) in Ly, and (R, ) in Ly, such that the following conditions hold:

(PKff(PKj’Q)PKjQ) ; E,

0 & (mllw) = F,
R=g".
If they hold, return m, else return L.
- Else, search Ly, for two tuples (m,w,r) and (h,m,v) and Ly, for two tuples (R, §) and (R',0") such
that the following conditions hold:
gr-h — E,
0 @ (m|lw) = F,
R=yg",
PKZ),Q =V,
0" & (hl|m) =W,
R/ — g’U.

If all the checks are satisfied, return m. Otherwise, return L.

— Challenge: A outputs two messages mg,m1 €g {O,l}lo and the target public key PK}. C recovers tuple

*

<PK;‘,xf71,x;2,ci> from list Ly, and check if ¢; = 1. If so, C aborts and reports failure. Else, if ¢ = 0, C
picks 0 € {0,1} and computes the challenge ciphertext o in the following steps:

1.
2.

3.

1

ORI Ok

Pick w* €p {0, 1} and implicitly define H;(ms,w*) = b/a.
Pick e*, f* €gr Zy. Set u £ &* — gf*,
Compute D* = (ga)(x:,lH‘l(PKi*,z)J"I:,z)é* (gb)_($:,1H4(PK¢*,2)+45:,2)J£*

% __ b opx
= (go@ia Ha(PRE )l )y ]

— (ga(w?,lel(PKZz)erf,z))“

= (PEMF 2 PR )"

é ik
Compute E* = gazi’1H4(PKiy2)+azi72)a _ (PKziljil(PKz ’Z)PKi*Q)T.

Set H5(PK;» 1, PK;« o, D* | E* F*) =~ = (g)?, where 8 €r Zy. Update list Ly, .
Compute E* = (¢*)? = (¢*)& = H5(PK;- 1, PK;- 5, D*, E*, F*)".

Choose F* € {0,1}os and define H3(E*, E*, F*) = f*.

Implicitly define Ho(g"/®) = (ms|jw*) @ F*.

Set s* = e.

Output the challenge ciphertext of = (E*, E*, F*,s*) to A.

(gb)r?,1H4(PKZ,2)+II,2 — (

— Phase 2: A issues queries to C as shown in Phase 1, with the restrictions described for IND-PRE-CCA game.

— Guess: A returns its guess §’ €g {0,1} to C. C randomly picks a tuple (R, 6) from L, list and outputs R as the
solution to the DCDH instance.

— Probability Analysis: We first analyse the simulation of the random oracles. The simulations of the hash function
H, is perfect. Also, the simulations of Hy, Hs, H3 and Hj are perfect unless the following event occurs:
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— Ep;: (ms,w*) has been queried to Hj.
— Epuy: (gb/“)ihas been queried to Ha.
— Epgy: (D*, £, F*) has not been queried to Hj before the Challenge phase.

— Ep:: (PK;» 1, PK;» o, D*, E*, F*) has not been queried to Hs before the C'hallenge phase.
Note that, in the Challenge phase, F* is chosen uniformly at random from {0, 1}/*% by the Challenger C, and
hence Pr(Ep,] < s0547. Also, Pr(Ep,] < 50
Next we analyse the probability with which C aborts during the simulation. Let Abort denote the probability that
C aborts during the re — encryption key generation or Challenge phase. In both these phases, C' does not abort
in the following events:

— FEj: ¢; =1 in the re-encryption key generation query.

— Es: ¢ =0 in the Challenge phase.

We have Pr[—Abort] > p?7« (1 — p), which has a maximum value at popr = 12K

1+qrK

. Using popr, we obtain:

Pr[—=Abort] > m,

The simulation of the decryption oracle is perfect unless valid ciphertexts are rejected by the oracle. This error
occurs since a valid ciphertext can be produced without querying H; and Hs i.e., without querying ¢" to Hs
where r = Hj(m,w). Let E,q denote the event that the ciphertext is a valid ciphertext. We use Ep, and Eg,
to denote the events that (m,w) is queried to Hy and g" is queried to Hy. We analyse Pr[Eyq|—Em, V ~Ep,] <
PT‘[Eval|—|EH1] + PT[E’UCL”_‘EHQ}:

PT[Eval|_‘EH1] = PT[Eval A EHQ‘_‘EHl] —|— Pr[Eval A\ _‘EH2|_‘EH1]
< PT[Eval A EHQ‘ﬁEHl] =+ P’I’[Eval|—|EH2 A —|EH1]

. Eval/\EHz /\ﬁE’H1 1

q

—\EWH1
qa, 1
— 9o+l q

Similarly, we obtain Pr|[E,q|-Eq,] < 2,‘,10%111 + %, and Pr|Eyq|(~Ey, + —Fp,)] < amy tany %

2lo+ll

Let Eg4e, denote the event that E,q|(—Fg, + ~Fp,) takes place during the entire simulation. We obtain:

+
PT[Eder] < Qd<qg}0+3f2 + %)

Let Ee,. denote the event (Ep: V Ep; V Ep: V Ep: V Eger)|mAbort. If E.,., does not occur, the adversary A

does not gains no advantage greater than % in guessing 0 due to the randomness in the output of Hs, i.e.,

Prié’ = 0|-Eerr] = % The probability that the adversary correctly guesses ¢ is:

Pr[§' = 6] = Pr[6' = |- Eerr)Pr|=FEer] + Pr(d’ = 6|Eery| Pr[Eery]
< 1/2Pr[=E¢m) + Pr[Eeqr] = 1/2 4+ 1/2Pr[Eepy].
Again,
Pr[é’ = 0] > Pr[d’ = 6|2 Eerr|Pr[—Eerr] > 1/2 — 1/2Pr[Eepy].
From the definition of the advantage of IND-PRE-CCA adversary, we know:
e=[2Pr[§ = 6] —1]
< PT[EETT] = P’I”[(EHIF V EH; \Y EH; vV Eder)|—u4b07’t]

< PT’[EHT] + PT[EHQ*] + P’I’[EHg] + PT[EH;] + Pr{Eger]
- Pr[—Abort].

Note that Pr[Ep:] < Zi as C picks w € {0,1}"*, and we obtain the following bound on Pr[Ey;]:

PT‘[EH;] Z PT’[ﬁAbO’I’t] € — PT[EHT] — P’I’[EH;] — P’I’[EHg] — PT‘[Eder]

> € _qH. qH qHs (QH1 +qm, 2)

B m ol 9lot+ls  9lo+th

2o+l q
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We observe that, if event Epy occurs, then the challenger C solves the DCDH instance with advantage:

e > 1 PrlEg:] > 1 <E_qu_qH3—i_qH5_qd((m1l—i_qu?+2)>
qH, 2 qH, 6( lo+1l1 q

We also bound the running time of C to solve DCDH instance by:

t' <t+ (qm, + qm, + qms + qH, + qH; +1n + e + qrE + qRE + 92)O(1)
+ (2np + 2nc + 2qrk + 5qrE + 2¢4 + 9, qrE + (208, + 2qH,)q4)te-

This completes the proof of the theorem. O

Transformed Ciphertext Security:

Theorem 2. The proposed scheme is CCA-secure for the transformed ciphertext under the DCDH assumption and
the EUF — CM A security of Schnorr signature scheme [19]. If a (t,e)IND-PRE-CCA A with an advantage € breaks
the IND-CPRE-CCA security of the given scheme, C can solve the DCDH problem with advantage € within time t'
where:

1 2 2
€,>(f qu_qd(qmﬂHu)_EQ),
q

= qm, \e(2+qri)? 28 2lo+h

t" <t+ (qu, +qu, + qu, + qu, + qus + np + ne + qri + qrE + 92)O(1)
+ (2np + 2nc + 2qrk + 3qrE + 204 + (2qH, + 2qH,)q4)te,

We note that e is the base of natural logarithm, €3 denotes the advantage in breaking the EUF-CMA security of the
Schnorr Signature scheme and t. denotes the time taken for exponentiation in group G.

Proof. Given an adversary A that breaks the (¢,¢)IND-PRE-CC A security of the scheme, we show how to construct
a polynomial time algorithm C which breaks the DCDH assumption in G or the existential unforgeability against
chosen message attack (EUF-CM A) of the Schnorr Signature with a non-negligible advantage. As described in the
Original Ciphertext Security game, C maintains a list L., to store the lists of the public/private key pairs of the

users. C also maintains list Lz with tuples of the form (PK;, PKj, RK;BJ-, V, W, h, z) to store the lists of re-encryption
keys of the users. Both the lists are initially empty.

— Key Generation: C maintains a list Ly, that contains tuples of the form (PK;,z; 1,2, c¢;) which includes
information of all the user keys. C generates the keys of the users in the following ways:
e Uncorrupted User Keys: C uses Coron’s coin tossing technique [9] to generate the uncorrupted user keys by
flipping a biased coin ¢; € {0,1} that yields value 1 with probability p, which we shall determine later. C
chooses z;1,%i2 €r Zy and computes PK; according to the following cases:

« If ¢; = 1, compute PK; = (PK; 1, PK; ) = ((g)"/#4(PKi2) goin gris jga) Add the tuple (PK;, z; 1, .0, ¢;

= 1> to Lkey-
x If ¢; = 0, compute PK; = (PK;1,PK;2) = ((¢g%)"",(¢g*)*?). Add the tuple (PK;,x;1,%iz2,¢; = 0) to
Liey.

e Corrupted User Keys: C chooses x;1,7;2 €g Z; and computes PK; = (PK; 1, PK;2) = (g%, g"*). It adds
the tuple (PK;,%;1,%i2,¢ = —) t0 Ljey.

— Phase 1: C answers the queries issues by A as follows:
e Oracle Queries: C responds to the hash function queries of A in the same way as it responds in the Original
Ciphertext Security.
o Opekeygen(PK;, PK;): C maintains a list Lrx with entries of the form (PK;, PK;, RK;Bj, V,W,h,7). If the
re-encryption keys from PK; to PK; already exists in Lgg, retrieve and return RK; ,; = (RK, 1(2 HViW).
Else, C computes the re-encryption keys as shown:
* If ¢; =0A¢; € {1/ —'"}: abort and report failure.
x Ifc; =1V = —":

n _ h
- Define RK; 7, = Zi1Hi(PK;2)+@iz
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- Select h € {0,1}, 7 €x {0, 1},
- Compute v = Hy(h,7), V = (PK,2)", W = Ha(g") & (h||r).
- Sett=1, 2=0.
We note that the computation of RK;B ; 1s correct for both the cases, as we have:
- For ¢; = —/, the correctness is trivial from the definition of the private key SK; = (z;,1,2;2).

1) h h
. For¢; =1, RKY, = = .
i (‘H4<P‘“K1-,2J+Ii,1)H4(PKi,2)*a+1i,2 i1 Ha(PKi2)+ai2

* If c; =0A¢; =0:

- Pick RKﬁZ» €Rr Z; and set 7 = 0. Since a random value of RK;_,; would not match the value h
associated with (V, W), we rely on the security of hashed Elgamal encryption scheme [BITIIT2] as
shown in the security proof of original paper [7].

- Select z €g Z; and set V = (g°)°. Observe that bz = (az;2)v ie., g° = (g"%)
definition in Scheme description.

- Select h € {0,1}, 7 € {0,1}4.

- Pick W eg {0,1}ot! and implicitly define Hy((g%/*)***) = (h||x) ® W.

- Store tuple (PK;, PK;, RK\") . V.W,h,0,2) in the list Lz

* Return the re-encryption key RK;_,; = (RK<1> V, W) to A.

— 70

“*5.2 follows from the

® OgeEnerypt(0i, PK;, PK;): The re-encryption oracle remains the same as demonstrated in the Original Ci-
phertext Security game.

° (’)Decrypt(ai, PK;): The decryption oracle is simulated in the exact manner as demonstrated in the Original
Ciphertext Security game.

Challenge: A outputs two messages mg, m; € {0,1}, the delegator’s public key PK; and the target(delegatee)

*

public key PK;. C recovers tuples (PKy/, i 1, %y 2,¢;) and (PK}, x} 1,2} 5, cf) from list Lye,. If ¢ = 1 or ¢f =1,
C aborts and reports failure. Else, C picks 6 €r {0,1} and computes the challenge ciphertext o} as shown below.
Note that, ¢, = — A ¢} =0 is a special case of the simulation below as A cannot query for the re-key RK;_y;«.

1. Pick t €g Z; and w* € {0,1}"*. Define E* = (g")?, which implies r*h* = bt, i.e., * = Hj(mg,w*) = bt/h*.

2. Observe that RK;_;+ = a($¢/,1H4(P;<¢/,2)+Ii/,2)' Therefore, h* = RK;_;» (a(xi/71H4(PKZ—/,2) —&—xi/,g)), which
implicitly defines 7* = (b/a)(t/(RKy—i-(xiy 1 Ha(PKy 2) + i .2)).

3. Pick F* € {0,1}o*1 and implicitly define Hz(g(b/“)(t/(RK“%* (zi/’lHdPK"/'ZHM’Q») =F*® (ms & w*).

4. Retrieve the tuple (PKi/,PKi*,RK;}AZ—*,V*,W*, 1,0,2*) from Lgg. If such a tuple does not exist, define
V*, W* h*, z* in the following way:

Select 2* €g Z; and set V* = (gb)z*. Observe that bz* = (az 2)v ie., g* = (g¥/)" 2.

Select h* € {0,1}, 7* € {0,1}4.

Pick W* e {0, 1}t and implicitly define Hy((g?/*)"""2) = (h*||7*) & W*.

Store tuple (PK;, PKi*,RKf,lli*, V* W* h* 0,2%) in the list Lgk.

5. Output the challenge ciphertext cf;“ = (E*, F* V* W*) to A.

Phase 2: A issues queries to C as shown in Phase 1, with the restrictions described for IND-PRE-CCA game.

Guess: A returns its guess ¢’ €r {0,1} to C, who first retrieves tuple (mg,w,r) from Lp, and checks if
(ga)T’*RK,i/*)i* (0 "*H4(PK'i’,2)+zi’,2)/t _

i’

g°. If no such entry exists, C randomly picks a tuple (R, ) from L, list
and outputs R as the solution to the DCDH instance.

Probability Analysis: We first analyse the simulation of the random oracles. The simulations of the hash
functions Hs, H, and Hy are perfect. Also, the simulations of H; and H, are perfect unless the following event
occurs:

— Epy:: (h*,7) has been queried to H;.

— Epz: (¢"%) or (gb/a)t/RK""—”*(Ii'*lH“(PK"'"QH"’"?)) @® (ms||lw*) has been queried to Ho.
Next we analyse the probability with which C aborts during the simulation. Let Abort denote the probability that
C aborts during the re — encryption key generation or Challenge phase. In both these phases, C' does not abort
in the following events:

— FEji: ¢; =1 in the re — encryption key generation query.
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— Ey: ¢f =0A, #1 in the Challenge phase.

We have Pr[—Abort] > piax (1 — p)?, which has a maximum value at popr = 598K

24+qRrRK

. Using popr, We obtain:

Pr[—-Abort] > 76(%31”()2.

The analysis of the simulation of the decryption oracle is remains the same as shown for the original ciphertext
security. The probability of the decryption oracle rejecting valid ciphertexts throughout the entire simulation
denoted by Let Eg., is:

+
Pr[Eder] < Qd(qg%wgfg + %)

Again, let E.,, denote the event (E Hy V FE Hy V Eger)|mAbort. Following a similar analysis as shown in Section
and from the definition of the advantage of IND-PRE-CCA adversary, we obtain the following bound on Pr[Epy;]:

PT’[EHS] > Pr[—Abort] - € — PT[EH;] — Pr{Ege,]
2¢ qH, d(qu +qm, 2)

2o+l q

> =
~ e(2+ qri)? 2l

We observe that, if event Epy occurs, then the challenger C solves the DCDH instance with advantage:

1 1 2¢ qu qH, +qH, | 2
"> — Pr[Ey:] > s« _dm (72 ,)
€= qm, riBas] = qm, <e(2 +qri)? 2b 44\ " glo+h * q

We also bound the running time of C to solve DCDH instance by:

t/ S t+ (qu + 4H, + 4dH; + qdH, + 4dHs + np + Ne + dRK + 4dRE + qd)o(l)
+ (2nn, + 2ne + 2qrKx + 3¢rE + 294 + (298, + 2qH,)qa)t..

This completes the proof of the theorem. a

Non-transformable Ciphertext Security:

Theorem 3. The proposed scheme is CCA-secure for the non-transformable ciphertext under the CDH assumption.
If a (t,e — e2)IND-PRE-CCA A with an advantage € — ea breaks the IND-PRE-CCA security of the given scheme,
C can solve the CDH problem with advantage €' within time t' where:

1 qu qu, +qu 2
/ 1 1 2
t" <t+ (qm, + qu, + qu, + g, + qHs + 10+ e + qrE+ 94)O(1)
+ (2np, + 2nc + 29K + 290 + (28, + 2qmH, )qa)te,

Y

We note that €5 is the advantage of an attacker against EUF — CM A security game of the Schnorr signature scheme.
e is the base of natural logarithm and t. denotes the time taken for exponentiation in group G.

Proof. Let us assume that the Schnorr Signature is (¢',e2) — EUF — CM A where the probability €2 < €. Given an
adversary A that breaks the (¢, (e — €2))IND-PRE-CCA of the scheme, we show how to construct a polynomial
time algorithm C which breaks the CDH assumption in G with a non-negligible advantage. C maintains two lists
Ljey in the same manner as described in Original Ciphertext Security game and Lry with tuples of the form

(PK;, PKj, RKY V, W, h) to store the lists of the public/private key pairs and the re-encryption keys of the users

177
respectively. Both ]the lists are initially empty.
— Key Generation: C maintains a list Ly, that contains tuples of the form (PKj,x;1,2;2,¢;) which includes
information of all the user keys. C generates the keys of the users in the following ways:
e Uncorrupted User Keys: C chooses x;1,z;2 €r Z; and computes PK; = (PK;1,PK;3) = ((ga)l/H‘*(PK“) .
g¥it, g% /g*). Add the tuple (PK;, ;1,2 2,¢ = 0) t0 Lyey.
e Corrupted User Keys: C chooses x; 1,7;2 €g Z; and computes PK; = (PK; 1, PK; ) = (¢g*"*,g*?). It adds
the tuple (PK;, ;1,2 2,¢ = 1) t0 Liey.
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— Phase 1: C answers the queries issues by A as follows:

e Oracle Queries: C responds to the hash function queries of A in the same way as it responds in the Original

Ciphertext Security.

o ORekeyen(PK;, PK;): C maintains a list Lk with entries of the form (PK;, PK;, RK\" . V,W,h). If the
KNV, W).

i—j)

=7

re-encryption keys from PK; to PK; already exists in Lrg, retrieve and return RK; ,; = (R

Else, C computes the re-encryption keys as shown:

x ¢; = 1: Return the re-encryption key obtained by calling the re-encryption algorithm ReKeyGen

(SK,,PK;, PK;, PARAMS) to A.
x ¢; = 0: Compute the re-encryption key as shown below:
- Pick h €z {0,1}0, 7 € {0,1}%1.
- Compute RKZ-@]. =

h _ h
(Werwi,l)HdPKi,z)*a*HJiQ T w1 Ha(PK; 2)+xi 2

is not needed to compute RK, Zg) .

- Compute v = Hy(h,7), V = ¢".
- Compute W = Hz(PK7,) & (hl|T).

- Return RK,_,; = (RK<1> V,W).

i—J)

. Note that the knowledge of a

° (’)Decwpt(a,, PK;): The decryptlon oracle is simulated in the exact manner as demonstrated in the Original

Cliphertext Security game.

— Challenge: A outputs two messages mg,m; €g {0,1}!° and the target public key PK}. C recovers tuple
(PK},x} 1,2} 5,c;) from list Ly, picks § €g {0,1} and computes the challenge ciphertext 67 in the following

steps:
1. Pick w* €g {0, 1}11 and issues a Hy query Hi(m,,w™*) to obtain r*.
2. Pick h* € {0,1}0, m €x {0,1}11. Implicitly define Hy(h*,7*) = b (b is not known to C).

3. Choose W* €g {0,1}lo*h and implicitly define Ho(g~?gb%i*2) = (h*||7*)®W*. Note that W* = Hy

(h*||m*) = Ha(g") ® (h[|7™).
4. Compute V* = g* = PK.. ,
5. Compute E* = ¢" M| F* = Hy(g"") ® (mo||w*).
6. Return the ciphertext o3« = (E*, F*, V* W*).

(g

—ab bx;x o

g

— Phase 2: A issues queries to C as shown in Phase 1, with the restrictions described for IND-PRE-CCA game.

-1
— Guess: A returns its guess ¢’ € {0, 1} to C. C randomly picks a tuple (R, 8) from L, list and outputs (7,,,5* . )
g

as the solution to the CDH instance.

— Probability Analysis: We first analyse the simulation of the random oracles. The simulations of the hash
functions Hjz, Hy and Hj are perfect. Also, the simulations of H; and Hs are perfect unless the following event

occurs:
— Egy: (h*,7*) has been queried to Hj.

— Egy: (g b/ay or (g¥/*) B/ RE yin (e Ha (PR 2420 2)) o (ms|lw*) has been queried to Ho.

The analys1s of the simulation of the decryption oracle is remains the same as shown for the original ciphertext
security. The probability of the decryption oracle rejecting valid ciphertexts throughout the entire simulation

denoted by Let Eg., is:

Pr{Baer] < aa( Yotz + 2).

Again, let E.., denote the event that Epx, Ep; or Ege, occurs i.e., Eerp = (Egz V By V Eger). From the analysis
as shown in the Original Ciphertext security game and from the definition of the advantage of IND-PRE-CCA

adversary, we obtain:
€—e = [2Pr[¢' = 6] — 1]
S PT‘[EETT] = Pr[(EHf vV EH’:; \ Eder)]
< Pr[Ey:]+ PrlEg;] + Pr(Eger]
We obtain the following bound on Pr[Eg;]:
PrlEg;] > ¢ — 3 — Pr[Epy] — Pr[Ege,]

qH, d(qH1+qH2 2)

LY 2o+ 6

> €— € —
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We observe that, if event Epy occurs, then the challenger C solves the DCDH instance with advantage:

1
EI Z 7P’I"[EH2*]
1 qu qu +QH2 2
Z%(G‘Q‘ o —aa(Poren 2 + )

We also bound the running time of C to solve DCDH instance by:
t" <t+ (g, + qm, + quy + qu, + qus + 0+ e+ qric + qre +4a)O(1)
+ (2nh + 2nc + 2qrK + 294 + (29w, + 2qH,)qa)te-
This completes the proof of the theorem. a

Delegator Secret Security:

Theorem 4. The proposed scheme is DSK-secure under the DL assumption. If a (t,e)DSK A with an advantage €
breaks the DSK security of the given scheme in time t, C can solve the DL problem with advantage € within time t'
where:

v <t+ O(QqRK + 2np + 2nc)t6,
We note that t, denotes the time taken for exponentiation in group G.

Proof. Given an adversary A that breaks the (¢, ¢) DSK security of the scheme, we show how to construct a polynomial
time algorithm C which breaks the DL assumption in G with a non-negligible advantage. Note that we do not model
the hash functions Hy, Hz, H3, Hy and Hs as random oracles in this proof. C maintains a list Ly, with tuples of
the form (PK;,®;1,%;2,¢;) to store the lists of the public/private key pairs of the users, with the list being initially
empty. C plays the DSK game with A in the following way:

— Setup: C runs Setup(\) and gives the resulting system parameters PARAMS = (q,G, g, H1, Ho, Hs, Hy, Hs, 1o, 1)
to A.

— Queries: C responds to the queries of A in the following way:
e Uncorrupted-Key Generation (U;): C chooses x; 1, %;,2 €r Z; and computes PK; = (PK; 1, PK; 5) = ((g*)"/Hs(PKi2).
g*r, g% /g®). Add the tuple (PK,;,z;1,%;2,¢; = 0) to Lye,. C returns PK; to A.
o Corrupted-Key Generation (U;): C chooses ; 1, ;2 €r Zy and computes PK; = (PK;1,PK; ) = (g%, g"2).
It adds the tuple (PK;,x;1,%i2,¢ = 1) t0 Liey.
o Re-encryption Key Generation (PK;, PK;): C computes the re-encryption keys as shown:
* ¢; = 1: Return the re-encryption key obtained by calling the re-encryption algorithm ReKeyGen

(SK,,PK;, PK;, PARAMS) to A.
x ¢; = 0: Compute the re-encryption key as shown below:
- Pick h €z {0,1}0, 7 € {0,1}11,
- Compute RK;BJ. =

h _ h
(e T VPR ) —atais — w i Ha(PR )T, Note that the knowledge of a

is not needed to compute RK, Zg) ;e
- Compute v = Hy(h,7), V = ¢".
- Compute W = Ha(PK},) @ (hl[7).

- Return REK;,; = (RK")., V,W).

— Output: Eventually, A returns SK; as the private key corresponding to the public key PK, where PK} is

uncorrupt (¢ = 0). C recovers the tuple (PK},z;+ 1, % 2,cf = 0) from list Ly, and returns x;+ o — SK;« 2 as a

solution to the DL problem. Note that for a valid private key SK} = (SK;» 1, SK;~ 2) corresponding to the public
key PK:, SKi*,l = W and SKZ'*’Q = —a+ T 2.

— Probability Analysis: We note that, if a DSK adversary returns a valid private key SK; with advantage e

and breaks the (t,e)DSK security of the scheme, C breaks the DL assumption with the same advantage e. This

is because C provides valid responses to all the queries issues by A and the simulation is perfect. We bound the

running time of C as:
t* <t+ O(2qrK + 2np + 2n¢)t.
This completes the proof of the theorem. a
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6

Conclusion

Although pairing is an expensive operation, only a few pairing-free unidirectional PRE schemes have been proposed in
the literature, of which only one scheme due to Chow et al. [8] reported the collusion-resistance property. However, in
this paper, we point out that the security proof in the scheme is flawed. We have shown that the adversary will be able
to determine that the simulation provided by the challenger is not consistent with the real system. This makes the
proof incomplete and the scheme is not provable secure. Additionally, we remark that the flaw cannot be corrected.
Also, we present the first construction of a unidirectional proxy re-encryption scheme without bilinear pairing that
provides collusion-resistance. Our scheme is proven CCA-secure under a variant of the computational Diffie-Hellman
assumption in the random oracle model.
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