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This Work

* Concrete modular security analysis of simulation-extractability (SIM-EXT)

for multi-round Fiat-Shamir NIZK ==> non-malleability

* First to show Fiat-Shamir Bulletproofs satisfy SIM-EXT in the AGM.
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Claim: (x,w) € R

Message: m,

Challenge ¢,

G

Message: m,.

Prover Verifier

(x,w) X
 Complete.

* Proof of knowledge: There exists an extractor that can extract a witness.

* Zero-Knowledge: There exists a simulator that can simulate corrupt Verifier’s view.
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FS-SIMEXT for BP

* Challenge: Non-constant rounds

 Ghoshal and Tessaro [GT21]:

* Online extraction for FS(BP).

* In the Algebraic Group Model (AGM) and just extraction.
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Online Extraction

* A stronger variant.
e Extractor runs with the adversary. No need for rewinding.

* |n this work, we assume AGM:

(v, e1, €z ...,en) < Agig(91, 92, - gn) such thaty = gle1 X eee X
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Online FS-SIMEXT
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Simulator T~

Output: (x*, ")

Output: (x*, ")

Output: w*
If (x*, ") is accepting and (x*, T*) was not queried, then (x*,w*) € R

Prover’s view in the Real and Ideal world is indistinguishable
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e Simulator gives no extra power to the adversary.
* Rely on extractability of FS(II).
* Use unique response for FS(II).

- Adversary cannot reuse simulated transcript.




General Recipe
[FKMV12,GKK*21]

FS-SIM-EXT

Proof: If the forged proof shares a prefix with one of the simulated
transcripts, reduce it to UR property. Else, use the Extractor.
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s Non-interactive Bulletproofs Extractable?

Tight State-Restoration Soundness in the Algebraic Group Model*

Ashrujit Ghoshal and Stefano Tessaro

Paul G. Allen School of Computer Science & Engineering
University of Washington, Seattle, USA

{ashrujit, tessaro}@cs.washington.edu

Result: FS(BP) is online extractable in the AGM.
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Any protocol with an intermediate randomized round cannot have unique responses.
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Defining Weak UR (SR-UR)

* We want: Adversary should not reuse a simulated transcript.
* Existing UR definitions are too strong.

* One of the transcripts can be fixed!

* Given honest @ = (my,c; ..., my, ¢, ...), itis hard to come up with ' = (m, ,¢; .., m;

i
Ciy ).

* |Interactive version is inspired from State restoration soundness definition

[BCS16].
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Winning condition: A different (") such that (my, ..., m; ) = (my, ..., m; ) butm;; # mj,,

If I1 has weak UR ‘ FS(IT) has weak UR
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e Adversarial: x',w’ = (my ¢;..., m';, ..., m',) = (g®hb1,c,...,g%h” ,c';..).
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e Adversarial: x', ' = (m; ¢;..., m';, ..., m",)) = (g*hP1,cy,...,g% R’ ,c’;..).




! !

 Adversarial: x', " = (m; ¢;..., m';, ..., m',

* Break Dlog using Schwartz-Zippel lemma.




Proving SR-UR
Simulated: (x,galhbl, Cq, ...,gaihbi, C;, )

Adversarial: (x, g% h%1,cq, ..., g% hYi, c/; ...)



Simulated:

Adversarial:
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mq X gaihbi =R
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Proving SR-UR
Simulated: (x,g“lhbl, Cq, ...,g“ihbi, C;, )

Adversarial: (x, g% hP1,cq, ..., g%hYi, c’; ...)

(Using Schwartz-Zippel) m
a.Gic; + a;ct =0

[

—

mq X gaihbi =R

a.G:X+aX?*? =0
mIngihyi=R 1H 1

=

a1=0




Result

* Fiat-Shamir BP is simulation extractable in the AGM and RO model.

e Concretely,

Let £ be an FS-EXT extractor for Ilgs. AE* for Ils: V(P*, D*) against Ilgs that
makes ¢ RO queries and ¢, simulation queries, (P, D) against FS-EXT, and 3.A
against FS-WUR:

Advip 2R (Srs, €%, P*, D*) < Advg TR (H, €, P, D) + ¢ - Adviy %" (A, Srs)



Conclusion

* New approach to the FS simulation-extractability.
* Concrete analysis for BP/RngPf in the AGM.

* May apply to other FS-NIZK/signatures constructed from multi-round

protocols.
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* New approach to the FS simulation-extractability.
* Concrete analysis for BP/RngPf in the AGM.

* May apply to other FS-NIZK/sighatures constructed from multi-round

protocols.

Attema, Fehr and KlooB [ATK21]: Only O(q) multiplicative loss in the

knowledge error incurred by multi-round FS without the AGM!

Improved result without AGM (WIP)

Thank You!
ePrint: 2021/1393




