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Abstract

A Mobile Ad hoc Network (MANET) consists of mobile nodes which co-operate to
forward each other’s packets without the presence of any centralized authority. Due to this
lack of centralized monitoring authority, MANETSs have become vulnerable to various
kinds of routing misbehaviour. Sometimes, nodes exhibit non-cooperating behaviour for
conserving their own resources and exploiting others’ by relaying their traffic. A node may
even drop packets of other nodes in the guise of forwarding them. This paper proposes an
efficient Reputation and Collaboration technique through route-request for handling such
misbehaving nodes. It lays emphasis not only on direct observation but also considers the
opinion of other nodes about misbehaving nodes in the network. Unlike existing schemes
which generate separate messages for spreading second-hand information in the network,
nodes purvey their opinion through route-request packet. Simulation studies reveal that the
proposed scheme significantly improves the network performance by efficiently handling
the misbehaving nodes in the network.

Keywords: reputation based scheme, MANET security, misbehaving node, misbehaving
node detection, routing misbehaviour.
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1. Introduction

A mobile ad hoc network (MANET) is a collection of mobile nodes or routers which

communicate through wireless links forming an arbitrary topology. MANETS are different
from conventional networks in the sense that they are dynamic in nature having no fixed
infrastructure. Ad hoc Networks provide communication in the absence of a fixed
infrastructure without a central administrating authority, making them suitable for various
applications such as rescue operations, disaster recovery, tactical operations,
environmental monitoring, mobile conferences, etc. There are certain inherent features of
MANETSs. Nodes in the network move independently in an unrestricted geographical
topology. Each node can freely join or leave the network as there is no specific entry or exit
point. Nodes have limited battery life, memory and CPU capacity. Owing to restricted
transmission range of the devices, nodes in the network rely on their neighbours to route
their traffic to the destination. Dynamic Source Routing (DSR) [1] is an on-demand routing
protocol for MANETS. Besides DSR, other popular routing protocols for MANETS are Ad
hoc On-demand Distance Vector (AODV) and Optimized Link State Routing (OLSR)
protocol. The details and performance evaluation of AODV and OLSR can be found in [2].
Features such as rapid deployment, flexibility and adaptability make MANETS a very
promising technology.

A mobile ad hoc network can either be closed or open. In a closed MANET, nodes work
together towards achieving a common objective as in military and rescue operations.
Whereas, in an open MANET, individual nodes having different aims co-operate to
provide global connectivity by sharing resources. But, there exists a trade-off between
co-operation and consumption of resources as providing network services such as routing
and forwarding may consume a lot of resources like local CPU time and memory, battery
power and network bandwidth. A node may wish to conserve such resources while
exploiting others by using their services. A node exhibiting such behaviour is termed as
misbehaving node. In MANETS, presence of misbehaving nodes can severely deteriorate
the network performance as they can refuse to participate in network functions. Hence, it is
essential to devise a mechanism which is efficient and accurate in detecting routing
misbehaviour and alleviates its effect. This paper presents a Reputation and Collaboration
technique which efficiently handles routing misbehaviour.

Several approaches have been given in the literature discussing the problem of routing [3]
[4][5][6][71[8][9]. These approaches can be widely categorized as: credit-based or
incentive-based schemes [10][11][12], acknowledgement schemes [13][14][15] and
reputation-based schemes [16][17][18][19][20][21][22].

CONFIDANT [16] is a reputation based scheme for handling misbehaviour in MANETS.
It uses a combination of local and second-hand information (in the form of alarm messages)
for maintaining the reputation of nodes. It uses Bayesian Estimation for calculating trust
relationship and reputation of nodes which makes the misbehaviour detection process
complex. The disadvantage of CONFIDANT scheme is that it can fall prey to false
accusations as nodes tend to lie and liar nodes may conspire against other nodes.
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CORE [17] provides a collaborative monitoring and reputation technique for node
co-operation. The disadvantage of this scheme is that it assumes that all nodes calculate the
reputation in the same way and assign same weight to all the functions which may be
inappropriate in heterogeneous networks. Devices may choose to set different importance
levels for various functions based upon their CPU and battery usage etc.

OCEAN [18] falls into the category of local reputation-based scheme as it solely depends
upon the direct observation of neighbours for maintaining reputation information. It
modifies the rating for the neighbour node based on its forwarding behaviour. When the
rating of a node reaches minimum threshold, it is added to the ‘Faulty List’ which is a list of
misbehaving nodes. OCEAN introduced the concept of ‘avoid list’ for handling
misbehaviour. It is a list of nodes which the sender wishes to avoid in its future routes. The
sender sends the ‘avoid list’ along with the route request packet. The nodes in the network
discover a path avoiding the nodes listed in the ‘Avoid List’. In certain cases, depending
upon direct observation solely may be inappropriate.

Locally Aware Reputation System (LARS) [19] is a direct observation based reputation
system for detecting and handling selfish nodes. A node’s misbehaviour is communicated
in the network in the form of WARNING message. These messages are signed using
threshold cryptography technique to avoid false accusations.

In [20], Al-Karaki and Kamal have proposed a technique for node co-operation by
combining reputation-based and virtual currency based schemes. Every node records the
behaviour of its neighbours, in the form of a table. This table is communicated to all other
nodes in the network. One of the drawbacks of this scheme is its requirement of electing a
ClusterHead which is responsible for communication between different clusters. The
election process is quite tedious as managing the tasks of ClusterHead is resource-intensive
and nodes may refrain themselves from being elected.

LMRSA [21] is a reputation mechanism that does not consider second-hand information
and is based only on direct observation. Once detected, misbehaving nodes are isolated
from the network. LMRSA generates explicit alert messages to inform source node about
misbehaving nodes in the route. Source node, then prunes the route containing the
misbehaving nodes from its route cache.

In [22], a trust and reputation based mechanism has been proposed to detect and handle
selfish and malicious nodes. It uses direct observation and on-demand second-hand
information (recommendation messages) for calculating aggregate reputation and trust
value for the nodes. A notification mechanism is used to inform the source node about a
misbehaving node which then uses explicit message (REREQ and REREP) for checking
the misbehaviour of the accused node to prevent false accusation. This technique is referred
as TBRM in Table 1.

The proposed scheme is a Reputation and Collaboration technique which does not solely
depend upon direct observation of nodes, as in case of OCEAN [18]. It uses a combination
of first-hand information and opinion of other nodes for dealing with routing misbehaviour.
Unlike CONFIDANT [16] and LARS [19], it does not spread second-hand information in
the form of alarm messages. Nodes collaborate by purveying their opinion about
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misbehaviour of other nodes through Route-Request packet instead of generating separate
alarm messages. Table 1 shows the comparison of the Proposed Scheme with the existing
reputation-based schemes.

Table 1. Comparison of the proposed scheme with existing reputation-based schemes

FEATURES LARS | CORE | CONFIDANT | OCEAN TBRM LMRSA | PROPOSED
[19] [17] [16] [18] [22] [21] SCHEME
Direct . Yes Yes Yes Yes Yes Yes Yes
Observation
Second-Hand No Yes Yes No Yes No Yes
Information
Avoids
Alarm/Explicit No Yes No Yes No No Yes
Messages
Handles False does does not
Accusation not No No . Yes No Yes
; exist
exist
Avoids
mlsbe_havmg Yes No No Yes Yes Yes Yes
node in route
discovery
Punishment Yes | Yes Yes Yes Yes Yes Yes

The next section gives description of routing misbehaviour problem. Section 3 includes the
detailed working along with the algorithm for the proposed scheme. Section 4 entails the
simulation environment and performance analysis of the proposed scheme. The last section
presents the conclusion and future scope of the proposed work.

2. Routing Misbehaviour Problem

This section discusses the problem of routing misbehaviour along with the threats posed by
it to the communication in mobile ad hoc networks.

2.1 Modelling Routing Misbehaviour

The proposed scheme is capable of detecting and handling the following types of

misbehaviour:

e Packet Drop: A node actively participates in the route formation but later drops packets
of other nodes in the guise of forwarding them. Hence, misleading other nodes into
unsuccessfully sending their traffic through it. Such nodes act as sink; posing threat to
resource availability in the network.
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¢ Non-participation: A node may not respond to route request for preserving its
resources but may exploit others by sending its own traffic through the network. It
enjoys network services but refuses to forward the packets of other nodes. Its
participation is limited to just sending and receiving its own packets. Such nodes deny
services to other nodes causing serious threat to availability of network services.

e Tampering of data packets: A node participates in route discovery process but once the
route is established and packets are being transmitted, it may tamper with the data
while forwarding it. This kind of misbehaviour is a threat to integrity of data shared in
the network.

o Partial data forwarding: A node may stop forwarding packets after transferring a few
of them and try to cheat the monitoring system. Such nodes reduce the availability of
resources to other nodes in the network.

e Unintentional Packet Drop: A node willing to participate in network operations may
fail to do so due to failure. It has no intention of dropping packets of other nodes but is
unable to relay them due to some failure in the system, such as transient link failure, etc.
As the node is unable to forward the packet within a specified time limit, the packet is
declared as being dropped.

The next sub-section shows the effect of such misbehaving nodes on the performance of the
network. It includes a probability model which highlights how the existence of
misbehaving nodes can hamper the successful transmission of data packets from the source
to destination.

2.2 Misbehaviour Probability Model

This sub-section demonstrates how the presence of misbehaving nodes hampers the
network performance.

Routes in the network between the source and the destination have been studied. A route is
considered as misbehaving if out of all the nodes in the route at least one node is found to be
misbehaving. A transmission is considered successful if the route from source to
destination does not contain any misbehaving nodes. A route consists of average number of
‘5’ nodes from the source to the destination. Therefore, the number of intermediate nodes in
aroute is ‘5- 2" i.e., except the source and the destination. The probability that a node may
misbehave is given by Prob,,. Therefore, the probability of having at least one misbehaving
node in the route is given by:

Prob, =1—(1—Prob, )’

Hence, the probability that a packet will be successfully delivered to the destination is
given by:
Prob, =1—Prob,
or
Prob,= (1—Prob )’
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Table 2 illustrates the effect on probability of successful transmission of increasing
probability of misbehaving nodes in the network by keeping the average number of nodes
in a route ‘9 as constant. From Table 2, it can be concluded that Prob, increases with an
increase in Proby,. It can be seen that almost half of the routes may become futile when the
probability of misbehaving nodes Prob,, is 0.2. The probability of successful transmission,
Probs also decreases with an increase in the value of Proby,. It has been noticed that the
probability of successfully delivering a packet Probs is around 0.51 when the probability of
misbehaving node Proby, is 0.2.

Table 2. Probability of successful transmission for varying probability of misbehaving nodes

0=5
Prob,, Prob, Prob,
0.1 0.27 0.73
0.2 0.49 0.51
0.3 0.34 0.66

Table 3 displays the probability of successful transmission by increasing ‘6’ i.e. the
average number of nodes in a route, and keeping Proby, as constant. As the size of network
increases, value of ‘0’ also increases. The probability of successful transmission Prob is
inversely proportional to ‘6°. Therefore, the probability of successful transmission Prob
decreases with an increase in the value of “o.

Table 3. Probability of successful transmission for varying number of nodes in a route

Prob,,=0.2
) Prob, Prob;
4 0.36 0.64
6 0.59 0.41
8 0.73 0.27

From the above discussion it can be concluded that a high probability of misbehaving
nodes can have a profound impact on the network performance. As the network size
increases, the situation further worsens. Hence, it is indispensable to provide an efficient
mechanism for detecting and alleviating routing misbehaviour in MANETS which is the
basis for this research work.

3. Detecting and handling Routing Misbehaviour

The proposed scheme provides an efficient reputation and collaboration technique through
route request for handling routing misbehaviour. Neither does it merely depend upon direct
observation of nodes, as in case of OCEAN [18] and LARS [19], nor does it aggressively
spread second-hand information about the behaviour of nodes in the network, like
CONFIDANT [16]. It lays more emphasis on direct observation but does not completely
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ignore the opinion of other nodes in the network. It creates a concoction of both direct

observation and second-hand reputation in a way which is beneficial for the system. Rather

than spreading alarm messages, nodes collaborate to inform other nodes about

misbehaving nodes through route request. The proposed scheme works with Dynamic

Source Routing (DSR) Protocol to provide security against misbehaving nodes in mobile

ad hoc networks.

The following assumptions are made for the network considered in this paper.

o Nodes are distributed uniformly within the network area.

e Traffic is randomly distributed among nodes.

e Misbehaving probability of a node is independent of the misbehaving probability of
any other node in the network.

e Source and destination nodes are randomly selected for various transmissions.

3.1 Lists used in the scheme

The proposed scheme is using the following lists for handling routing misbehaviour:

e  Misbehaving Nodes’ List Ly: Each node maintains a list of nodes it considers as
misbehaving. The nodes are added into the list as soon as their mishehaviour is
detected.

o Ancillary List L,: Each node creates an Ancillary List L, from nodes present in its
Misbehaving Nodes’ List Ly. It consists of two fields: h_id and m_id. The h_id field
contains the ID of the accusing node and the m_id field contains the ID of the node
which the current node considers to be misbehaving. If a node considers more than one
node as misbehaving then separate entry will be made in the list for each misbehaving
node.

e Global Misbehaving Frequency List Lgye: Global Misbehaving Frequency (GMF) List
Lewr keeps the count of the number of nodes which consider a particular node as
misbehaving. The GMF List consists of two fields: m_id and frequency. The m_id field
contains the ID of the node which is considered to be misbehaving and the frequency
field contains the number of nodes in the network which consider the corresponding
node as misbhehaving.

3.2 Promiscuous Watch

This module monitors the behaviour of the neighbouring nodes. It is used for tracking the
misbehaving nodes in the network. It consists of two sub-modules: Event Register and
Rating Calculator. When a packet is forwarded, the Event Register sub-module saves the
checksum of the packet in a buffer before sending it. After sending the packet, it monitors
the wireless channel in promiscuous mode to check whether the neighbour is forwarding it
or not. If the neighbour fails to forward the packet in time Tpy, a negative event is
registered against the neighbour node and the packet checksum is removed from its buffer.
Whereas, if the sender node overhears an attempt to forward the packets by the neighbour
node, it compares checksum saved in its buffer with that of the forwarded packet. If a
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match is found, a positive event is registered and the checksum is removed from its buffer.
If the checksum does not match, the packet is treated as not been forwarded. It then
communicates these events to the Rating Calculator.

Rating Calculator maintains rating R for its neighbour nodes. The default value of rating is
set to Ryeutrar Which is incremented by an amount R;,. on receiving a positive event and
decremented by amount Ry On receiving a negative event from the Event Register module.

R R+R,,.,if positive event
~ |R—=R,,,if negative event

dec !

The Promiscuous Watch module monitors not only the behaviour of the neighbouring
nodes but also verifies that the packet is not modified or tampered before being forwarded
by the neighbour node. When it hears a packet is forwarded by the neighbour node, it
matches the forwarded packet with the saved checksum. If the neighbour node modifies the
contents of the packet, the checksum will not match and the packet will be treated as not
being forwarded. This module also keeps a check on partial data forwarding by neighbour
nodes. Neighbour node, in order to save its resources, may stop forwarding the packets
after transmitting a fraction of packets. Promiscuous Watch module effectively handles
such misbehaviour as each packet is monitored after sending it to the neighbour node.

3.3 Handling Packet Drop Misbehaviour

Every node maintains a List Ly, for storing the nodes which it considers to be misbehaving.
When a node’s rating R is less than Thy, i.e., R <= Th,, it is considered as misbehaving and
is added to the List Ly.

3.3.1 Using Ancillary List

A variable-length field is appended to DSR Route-Request (RREQ) packet for handling
packet drop misbehaviour. Each node appends its own Ancillary list L, to this field. When
the source node generates its DSR Route-Request Packet, it appends its List L, to it. The
source node then broadcasts this packet on the wireless medium. Upon receiving a DSR
Route-Request Packet, intermediate node appends its own List L, to the packet and
re-broadcasts it.

The collaboration among the sender node, intermediate nodes and the receiver node using
Ancillary List L, in route request packet is discussed in the following:

e Sender Node

At the sender, the Promiscuous Watch component maintains the rating R of each
neighbouring node and the nodes which are found to be misbehaving are added into the
Misbehaving Nodes’ List Ly. Ancillary List L is created from the nodes in the List Ly and
appended to the Route-Request (RREQ) packet generated. The complete packet is then
broadcasted to other nodes. Fig. 1 shows the actions performed by the sender node.
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6 NEIGHBOUR @
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Fig. 1. Actions performed by the sender node

¢ Intermediate Node

When an intermediate node receives a RREQ packet, it first updates its GMF list Lgue and
then appends its own list L, to the RREQ packet received and re-broadcasts it. For
considering the opinion of other nodes along with handling false accusation two system
parameters i.e., Rpuwious @and Thy are employed. If a single node falsely accuses a well
behaving node and advertises it as ‘misbehaving’ in its List L, its opinion would not be
considered by other nodes in the network. The opinion of nodes is taken into consideration
only if at least ‘Thy’ nodes have the same opinion about a particular node in the network.
During a transmission, if the number of nodes considering a node to be misbehaving is
greater than or equal to Threshold Frequency Thsi.e., frequency >= Thy, then the rating R of



4710 Anand et al.: Reputation and Collaboration through Route-Request

the corresponding node is set to Rpuious SO that its misbehaviour can be detected as soon as
communication begins.

R =Ry if frequency >=Th;,

Roubious IS the rating value given to the accused node. The value of Rpypious IS taken as -30
which is kept close to Thy, (-40) to ensure the rapid addition of the node to List Ly, on direct
communication with it. If “Thy” or more nodes perform colluding attack by falsely accusing
a node and advertise it as ‘misbehaving’, the proposed scheme does not directly add the
accused node to L. It only sets its rating to Rpunious and the accused node still has a chance
to improve its rating during direct communication with other nodes and prevent itself from
being added to Ly of other nodes. These system parameters are flexible and can be adjusted
according to network scenario and security requirements. Fig. 2 illustrates the actions
performed by an intermediate node on receiving a route request packet.

DSR Route Request L, (Sender)

v
Update GMF List Lgyr

If frequency in
LGMF == Thf?

Set Corresponding Node’s Rating

INTERMEDIATE t0 R pubious

NODE

[

I

I

I L4 (Intermediate Node)
| ~. S
[

[

I

I

I

IS Append N

DSR Route | 7 (Sender)  |L, (Intermediate Node)
Request

Fig. 2. Actions performed by intermediate node
e Receiver Node

When the receiver receives a Route-Request packet, it extracts the List L, in the packet
and updates its GMF list Lgyr accordingly. It then checks the frequency of all nodes in list



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 9, NO. 11, November 2015 4711

Leme. I frequency of any node is found to be greater than or equal to Threshold Frequency
Thyi.e., frequency >= Thy, then its rating R is set to Rpuious- Finally, the receiver generates
a route reply which is sent back to the sender.

Algorithm 1 shows the handling of routing misbehaviour using Ancillary List L, and how
a node updates the frequency field in list Lgyr from the information contained in list La. It
also illustrates how a node resets the rating R of a node to Rpypious When the value of
frequency is greater than or equal to Threshold Frequency Th.

Algorithm 1: Using Ancillary List

while (End of List La[hig][miq])
if ((h_id != Examining Node’s address) &&
(m_id != Misbehaving Node’s address)) then
set h_id = Examining Node’s address
set m_id = Misbehaving Node’s address
set frequency =1
end
elseif (h_id = Examining Node’s address) &&
(m_id = Misbehaving Node’s address)) then
Return
end
else
set frequency = frequency +1
if (frequency >= Thy) then
set R= Rpybious
end
end

e Route-Request Drop

Upon receiving a RREQ packet, the intermediate node checks the Ancillary List La
present in it. If the intersection of nodes in the List L, and Route-Request route is non-void
(i.e. anode considered as misbehaving is in the route), the Route-Request packet is dropped.
Else the node appends its own List L, to the RREQ packet and re-broadcasts it.

3.3.2 Traffic Rejection

The function of this module is to reject any kind of traffic from misbehaving nodes in the
List Ly. The strategy of rejecting is adopted for disallowing misbehaving nodes to send
their own traffic by disguising to relay it on some other node’s behalf. When a
neighbouring node sends a route request, the node checks its Misbehaving Nodes’ List L.
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If the requesting node is not present in its List Ly only then the route request is forwarded,
else the route request is dropped.

Similarly, when a node receives a route reply from a neighbouring node, it first checks
whether the replying node is in its Misbehaving Nodes’ List Ly or not. If it does not exist in
the List Ly, only then the reply is accepted else it is rejected.

3.4 Handling of Non-participation Misbehaviour

Each node maintains a counter, known as credit-count Cc,, for each of its neighbour. A
node gains credit on forwarding a packet of another node. A node loses credit with a node
upon asking it to relay a packet. Upon receiving a request for forwarding by a neighbour,
the node checks the credit-count C¢, of that neighbour node. If the credit-count Cg, is
non-zero only then the Route-Request is forwarded, else it is dropped. Each node
increments the credit-count Cc, of each of its neighbour by a value | after a fixed interval
of time called bank time-out Tc, .

C. =C., +1,when T, expires

This is done to prevent the deadlock problem when nodes may not forward packets for each
other due to zero credit-count.

3.5 Handling Misbehaviour due to failure

A node willing to forward packets of other nodes’ may be unable to do so due to some
failure such as transient link failure etc. Such a node can be very easily misjudged as a
‘misbehaving node’.

This can be unfair to a node as it may be experiencing some kind of failure such as
hardware failure, link failure, restarting the network interface etc. To handle such problems,
a mechanism known as Reprieval Mechanism has been used. The Reprieval Mechanism
allows nodes which were earlier considered as ‘misbehaving’ to become a part of the
network again. In the absence of this technique, once a node is considered to be
misbehaving it would not get any chance to demonstrate its good behaviour. Therefore, a
timeout-based mechanism is adopted to remove a misbehaving node from Ly after a
certain time period, known as the Reprieval Timeout Tge,. But its rating R is not increased
to Ryeutrar after removal from the List Ly, to rapidly add it back to the List Ly, in the event of
continued misbehaviour.

4. Simulation and Performance Evaluation

This section contains the simulation environment and comparison of the proposed scheme
in the presence of misbehaving nodes against other reputation based schemes and normal
DSR protocol. It also includes the simulation results for evaluating the performance of the
proposed scheme.
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4.1Simulation Environment and Performance Metrics

The network simulator ns-2 (version 2.29) [23] has been used to run the simulations.
Random Way-Point Mobility Model has been used for generating scenarios for mobility of
nodes in the network. 20 simulations have been performed to achieve 95 percent
confidence level and the average value for each data point has been plotted. Table 4 lists
the fixed and constant parameters used in the simulation.

Table 4. Fixed and constant parameters for simulation

Fixed Constant

Value Value
Parameters Parameters
Area 1000 X 1000 m* | Ric 1
Number of Nodes | 60 Nodes Raec 2
Radio Range 250 m Tew 1 sec
Speed 0 to 30 m/s Thi -40
Sending Capacity | 2 Mbps Thy 3
Packet Size 512 B Rbubious -30
Traffic CBR TRep 30 sec
Simulation Time 900 sec Ter 10 sec

For evaluating the performance of proposed scheme, the following metrics have been
used:

o Packet Delivery Ratio is defined as the ratio of number of data packets received to
the number of data packets sent.

¢ Routing Overhead is taken as the ratio of amount of control information generated
to the amount of data transmission.

e Throughput is defined as the number of data packets correctly delivered to the
destination in an observed duration of time.

4.2 Simulation Results

For performance evaluation, the proposed scheme is compared with various reputation
based schemes like OCEAN, LARS, LMRSA and Normal-DSR Protocol. The simulation
results obtained are as follows:

Fig. 3 illustrates the Packet Delivery Ratio of the proposed scheme and above mentioned
algorithms by varying the probability of misbehaving nodes Prob,,. The proposed scheme
outperforms other reputation based schemes in terms of packet delivery ratio when Prob,
is less than equal to 0.5. But when Prob,, goes above 0.5 the performance degrades
immensely and there is no benefit of communicating in a network having such high
probability of misbehaving nodes. Hence, such a network must be discarded.
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Fig. 3. Packet delivery ratio of the proposed scheme and other reputation based schemes

Fig. 4 highlights the throughput of misbehaving nodes in the proposed scheme and other
reputation schemes along with Normal-DSR protocol. It can be observed that the proposed
scheme has shown a steep decrease in the throughput of misbehaving nodes as Prob,,
increases. This is due to the rejection of traffic originating from misbehaving nodes by
other nodes in the network.

7000

—<— Proposed Scheme
—8— LMRSA
—A— LARS
OCEAN
—*— DSR

Throughput of Misbehaving Nodes (bps)

01 02 03 04 05 06 07 08 09

Probability of Misbehaving Nodes

Fig. 4. Throughput of misbehaving nodes in the proposed scheme and other reputation schemes
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The next best performing algorithm is LMRSA whereas; Normal-DSR protocol shows the
worst performance due to absence of any kind of security mechanism.

Fig. 5 compares an important aspect of Routing Overhead in the proposed scheme and
other reputation based algorithms. The amount of control information plays a vital role in
the network. As the amount of control information increases, the time taken to establish
routes also increases. The proposed scheme outperforms other reputation based algorithms
in terms of Routing Overhead. As the proposed scheme uses RREQ packets (in the form of
Ancillary List) to spread information about misbehaviour, the amount of control
information generated is less as compared to other reputation based schemes like LARS
and LMRSA. These schemes generate explicit messages to spread information about
misbehaving nodes. With more misbehaving nodes, more messages are generated in the
network thus; more routing overhead. The routing overhead of OCEAN is low as it does
not spread information about misbehaviour.

0.2
0.18
0.16 —o— Proposed Scheme
= 0.14 —8— LMRSA
% 0.12 4 —A— LARS
g
3 014 OCEAN
= —%— DR
S 0.08 \’/‘/'—_!/,/-———t/
[e]
 0.06
0.04 -
0.02 A1
0

01 02 03 04 05 06 07 08 09
Probability of Misbehaving Nodes

Fig. 5. Routing overhead in the proposed scheme and other reputation based schemes

Fig. 6 displays the fine tuning of Threshold Frequency Th; in the proposed scheme. It is a
crucial parameter for judging the system’s performance. The Threshold Frequency Th; in
the proposed scheme varies from 1 to 5. The average number of packets dropped in the
network is nearly the same when Threshold Frequency Thy is set to 1, 2 and 3. But Thy is
selected as ‘3’ because when Thy is set to 1 and 2, the system becomes prone to false
accusation by some misbehaving nodes. Nodes can perform a grouping attack by falsely
accusing a well-behaving node and spread wrong information about it in the network. The
probability of 3 nodes being involved in a grouping attack is less than the probability of 2
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nodes performing a grouping attack. Even if 3 or more nodes perform a grouping attack on
a node, the proposed scheme does not add the accused node directly to its Mishbehaving
Nodes’ List Ly. Rather the accused node still has a chance to display its ‘benevolence’ and
prevent itself from being added to the List Ly, of other nodes.

250

200 - /___O

150 A

100 A

50 A

Number of dropped packets

Threshold Frequency

Fig. 6. Threshold frequency of proposed scheme

From simulation results, it is observed that the proposed scheme provides higher packet
delivery ratio than other reputation based schemes. This is due to its ability to efficiently
detect misbehaving nodes and provide secure routes for data transmission. Furthermore,
the proposed scheme effectively suppresses the throughput of misbehaving nodes,
enforcing them to concede their misbehaviour. The routing overhead in the proposed
scheme is low as compared to other reputation based schemes as it uses route-request
packets to spread information about misbehaviour, rather than generating explicit messages.
In summary, it can be stated that the proposed scheme provides an efficient way of dealing
with misbehaving nodes with increased packet delivery ratio and decreased routing
overhead than other reputation based schemes.

5. Conclusion

This paper discusses the performance degradation in MANETS due to misbehaving nodes
and presents an efficient reputation and collaboration technique through route-request for
securing MANETS against such misbehaving nodes. The proposed scheme lays emphasis
on direct observation but it does not completely ignore the opinion of other nodes.
Consideration is given to opinion of other nodes in a way which is beneficial for the system,
thereby, creating a blend of both the approaches. Rather than spreading alarm messages,
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nodes in the network collaborate to inform other nodes about misbehaving nodes through
route-request using Ancillary List.

Detailed simulations have been conducted over the proposed scheme using ns-2 for
performance evaluation of the proposed scheme. The results obtained from simulations
indicate that the proposed scheme outperforms other reputation based schemes in the
presence of misbehaving nodes. However, the scheme may be prone to tampering of
Ancillary List by some misbehaving nodes. To overcome this problem, encryption of
Ancillary List could be performed in future work. With further research, the proposed
scheme is bound to show remarkable results in securing MANETSs from the menace of
misbehaving nodes.
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