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Abstract—Human relationships rely on trust, which is the 

reason that the authentication and related digital signatures are 

the most complex and confusing areas of cryptography. The 

Massage Authentication Codes (MACs) could be built from 

cryptographic hash functions or block cipher modes of 

operations. Substitution-Box (S-Box) is the unique nonlinear 

operation in block ciphers, and it determines the cipher 

performance. The stronger S-Box, the stronger and more secure 

the algorithm. This paper focuses on the security considerations 

for MACs using block cipher modes of operations with the 

Hierocrypt-3 block cipher. the Hierocrypt-3 could be considered 

as a week cipher. It could be enhanced by changing its S-Box 

with a new one that has better performance against algebraic 

attack with using different modes of operations. The 

mathematical model for the new S-Boxes with its properties is 

provided. The result of this change appeared in the mirror of 

Average Strict Avalanche Criterion (SAC) and some other 

properties. SAC could be improved from 0.80469 to 0.16406. 

The Hierocrypt-3 could be enhanced for more security. 
 
Index Terms—Hierocrypt, S-Box, Security, block cipher, 

Cryptography, MACs, COVID-19 

 

I. INTRODUCTION 

Nowadays, with the wide spread of the corona virus 

(COVID-19) and the extremely large growth of online 

shopping processes, digital data communication and 

online bank transactions over computer networks, 

information content security becomes a prime concern in 

the whole world. Internet itself has many security threats 

that could be easily used to corrupt the data transferring 

over the network. Cryptography plays an important role 

for providing security for digital data transmission over 

such this insecure network. Cryptographic algorithms 

scramble data into unreadable text which can be only read 

or decrypted by those possesses the associated security 

key. Message authentication codes (MACs) are 

commonly used in network transactions to maintain 

information integrity [1]. They confirm that a message is 

authentic; that it really does come, in other words, from 

the stated sender, and hasn’t undergone any changes 

during the transaction using digital signatures [2]. A 

verifier who also possesses the key can use it to identify 

changes to the content of the message in transaction. 
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The Substitution box (S-Box) is the unique nonlinear 

operation in block cipher, and it determines the cipher 

performance [3]. The stronger S-Box, the stronger and 

more secure algorithm. By selecting a strong S-Box, the 

nonlinearity and complexity of these algorithms increases 

and the overall performance is modified [4]. This change 

will be seen here on the Hierocrypt-3 [5] as an example 

of block ciphers. 

The S-Box construction is a major issue from initial 

days in cryptology [6]-[8]. Use of Irreducible 

Polynomials to construct S-Boxes had already been 

adopted by crypto community [9]. 

The Hierocrypt-L1 and Hierocrypt-3 are algorithms of 

symmetric block ciphers that were submitted to the 

NESSIE project [10], [11], but were not selected. Both 

algorithms were among the cryptographic strategies 

prescribed by CRYPTREC for the Japanese government 

utilize in 2003 [12], however, both algorithms have been 

dropped to "candidate" by CRYPTREC revision in 2013. 

The Hierocrypt algorithms were candidate block ciphers 

for the NESSIE project, where Toshiba corporation 

started developing it from 2000 to 2002.  In September 

2001, Toshiba Corporation announced for the Hierocrypt-

L1 specifications which was an algorithm that uses 64-bit 

block iterated cipher using a 128-bit cipher key [11]. In 

September 2001, Toshiba Corporation also announced for 

the Hierocrypt-3 specifications which was an iterated 

128-bit block cipher algorithm that uses 6.5, 7.5, or 8.5 

rounds of encryption, according to the key size 128, 192 

or 256, respectively [5]. In October 2001, Toshiba 

Corporation announced for the Hierocrypt-3 Self 

Evaluation which mentioned that the Hierocrypt-3 is 

secured [13]. In January 2004, Rogawski published an 

article that mentioned that the Hierocrypt-3 is a very 

flexible algorithm and could be optimized for any 

purpose like speed, area and memory [14]. In 2016, 

KUROKAWA et al published an article which mentioned 

that related key attacks and meet-in-the-middle attacks 

(including biclique attacks) were evaluated on 

Hierocrypt-3. In their evaluations [15], no flaws that 

could be realistic threats were found [16]. 

In this article, The S-Box principle is deeply analyzed 

and a new S-Box is provided with its principle. the 

Hierocrypt-3 structure is simply illustrated and a 

comparative analysis of Hierocrypt-3 performance using 

the original and the new modified S-Boxes is provided. 
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The Hierocrypt-3 performance is evaluated using 

different modes of operations. 

The rest of paper is organized as follows. Principle and 

deep Analysis of S-Boxes is provided in section II-1. The 

Hierocrypt-3 is studied and illustrated in section II-2. The 

modes of operations are given in section II-3. 

Experimental setup and procedures steps are shown in 

section III. Section IV provides the results and discussion. 

Then, the paper is concluded. 

II. THEORETICAL APPROACH 

A. Hierocrypt -3 Block Cipher 

Hierocrypt-3 cipher is an iterated 128-bit symmetric 

block cipher that uses 6.5, 7.5, or 8.5 rounds of 

encryption, according to the key size 128, 192 or 256. 

The last round consists of an output transformation 

slightly different from the other rounds. The Hierocrypt-3 

uses the nested SPN structure in the data randomizing 

part, and the Feistel structure in the key scheduling part to 

insure sufficient security against major attacks and high 

performance. 

1) System structure 

Toshiba corporation provided the algorithm 

construction [5] and it will be just previewed clearly. The 

Hierocrypt-3 encryption algorithm diagram is shown in 

Fig. 1. The decryption is the same blocks using the 

inverse functions and arrangement. The Hierocrypt-3 

encryption uses 6, 7 and 8 rounds according to key sizes 

128, 192 and 256 bits and one Xs block round then an 

Add Final key block round.  

To summarize the encryption scenario, The 

Hierocrypt-3 encryption of T rounds consists of (T−1) 

iterations of round function ρ followed by the final round 

function Xs and the final key addition. 

Enc =  AK(K(T+1)α)  ◦ 𝑋𝑠(K
(T))  ◦  ρ(K(T+1))  ◦ ··· ◦

 ρ(K(2))  ◦  ρ(K(1))  

 

Fig. 1. Graphical representation of Hierocrypt-3 structure. 

2) Key scheduling 

The key scheduling part consists of an initial key 

expansion – Padding – KX and iterative key generations 

KH. As shown in Fig. 2, [17] and Table I. The KH 

consists of 𝜎0  which is the Prewhitening function that 

takes the original key and produce the initial intermediate 

key that will be used in the intermediate key generations 

using the 𝜎 function which consists of (Tturn-1) rounds and 

then 𝜎−1 function which consists of (Tturn) rounds where 

T is the number of rounds and Tturn equals 4, 4, and 5 for 

128, 192, and 256 key lengths, respectively as shown in 

Fig. 3. The round key is generated from each intermediate 

key [17]. 

 
Fig. 2. Hierocrypt key scheduling. 

TABLE I: KEY SCHEDULE ROUNDS 

Key schedule for X-bit key 
X= 

128 192 256 

T =   6 7 8 

Round 

key 
t Operation 𝐺(64)

(𝑡)
 

-- 
−1 

(PAD) 
-- 𝐻3||𝐻2 

-- 0 (PW) σ0 G0(5) G0(5) G0(5) 

𝐾(256)
(1)

 1 σ G0(0) G0(1) G0(4) 

𝐾(256)
(2)

 2 σ G0(1) G0(0) G0(0) 

𝐾(256)
(3)

 3 σ G0(2) G0(3) G0(2) 

𝐾(256)
(4)

 4 σ G0(3) G0(2) G0(1) 

𝐾(256)
(5)

 5 

128-

192 

256 

G0(3) G0(2) G0(3) 

σ-1 σ 

𝐾(256)
(6)

 6 σ-1 G0(2) G0(3) G0(3) 

𝐾(256)
(7)

 7 σ-1 G0(1) G0(0) G0(1) 

𝐾(256)
(8)

 8 σ-1  G0(1) G0(2) 

𝐾(256)
(9)

 9 σ-1   G0(0) 

B. Principle and Deep Analysis of S-Boxes 

In this article, The Hierocrypt-3 symmetric block 

cipher algorithm was studied and evaluated using 

different S-Boxes. The S-Box is a unique nonlinear 

operation in block cipher, that plays an important role in 

the cipher overall performance [18] as will be shown. A 

new S-Box with very good polynomial is provided and 

analyzed. The term Hierocrypt could be used in the rest 

of paper instead for Hierocrypt-3. 

1) Algebraic system of polynomial 

In this section, we will show how to represent the 

system of polynomial equations over finite field of 

characteristic two GF (2). We consider the algebraic 

descriptions of two S-Boxes in details. The first S-Box is 

the Hierocrypt original S-Box and the second is a new 

improved S-Box which enhanced the characteristics of 

Hierocrypt algorithm. 
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Theorem 1. [19] Let 𝑢, 𝑣 ∈ 𝑁, 𝑋0, … , 𝑋𝑢 be variables 

representing the S-Box input, 𝑆0, … , 𝑆𝑣, the S-Box output. 

Then every S-Box can be written as a system of 

polynomial equations over F2 or F2
n

 for some  𝑛 ∈ 𝑁 with 

variables Xi, Si. 

The only non-linear part of symmetric block ciphers 

are the S-Boxes. Let 𝐺:𝐺𝐹(2)𝑠 → 𝐺𝐹(2)𝑠 be such an S-

Box 𝐺: 𝑥 = (𝑥1 . . 𝑥𝑠) → 𝑦 = (𝑦1 . . 𝑦𝑠). In Rijndael AES 

algorithm – One of the encryption standards – and 

Hierocrypt-3, like for all other good block ciphers, the S-

Boxes are built with good Boolean functions. There are 

many criteria on Boolean functions that are more or less 

applied in cryptography. One of them is that each 𝑦
𝑖
 

should have a high algebraic degree when expressed as a 

multivariate polynomial in the 𝑥𝑖. However, all this does 

not assure that there are no implicit multivariate 

equations of the form 𝑃(𝑥1, … , 𝑥𝑠, 𝑦1, … , 𝑦𝑠) that are of 

low algebraic degree. 

2) Principle and property of hierocrypt original S-

Box 

The Hierocrypt uses 2 types of constant 8-bit S-Boxes: 

S-Box S(x) for encryption and inverse-S-Box S-1(x) for 

decryption. Also, it is used within the Hierocrypt key 

scheduling process. 

C. Principle of Hierocrypt-3 S-Box 

The substitution table (or S-Box) is invertible and is 

constructed by the composition of three transformations: 

1. Taking multiplicative inverse (m)-1 in GF (28). (m)-1 

is defined by: 

𝐼𝑛𝑣(𝑚) = (𝑚)−1 = { (𝑚)254          𝑚 ≠  0
         0                  𝑚 =  0       

 (1) 

2. Applying an affine (over GF (2)) transformation 

defined by: 

𝑧(𝑚) = 𝐿𝑎 ∗ 𝐼𝑛𝑣(𝑚) + 07 =

 

[
 
 
 
 
 
 
 
1 0 1 0 1 1 1 1
1 1 0 1 0 1 1 1
1 1 1 0 1 0 1 1
1 1 1 1 0 1 0 1
1 1 1 1 1 0 1 0
0 1 1 1 1 1 0 1
1 0 1 1 1 1 1 0
0 1 0 1 1 1 1 1]

 
 
 
 
 
 
 

  

[
 
 
 
 
 
 
 
𝑚7

𝑚6

𝑚5

𝑚4

𝑚3

𝑚2

𝑚1

𝑚0]
 
 
 
 
 
 
 

 +  

[
 
 
 
 
 
 
 
0
0
0
0
0
1
1
1]
 
 
 
 
 
 
 

 (2) 

3. Therefore, the S-Box function - S(m) - could be 

calculated as: 

S(m) = z(m) ∘ Inv(m) = Z(Inv(m))  (3) 

a) Properties of Hierocrypt original S-Box 

For the definitions, assume  
𝐹(𝑥)  =  (𝑓1(𝑥) , … , 𝑓𝑛(𝑥)) 𝑓𝑟𝑜𝑚 𝐺𝐹(2)𝑛  𝑡𝑜 𝐺𝐹(2)𝑛  is 
a multiple-output Boolean function. 

Definition 1. The differential uniformity is denoted by 
δ(F) and is defined to be 

δ(f) =  maxαϵGF(2)n

βϵGF(2)n

α ≠ 1

|{𝑥|𝐹(𝑥) + 𝐹(𝑥 + α) = β}|  (4) 

Using the mathematical model functions, we can 

obtain that Hierocrypt S-Box has δ(F) = 4. 
The resistance against differential cryptanalysis is 

measured by δ(F). It is known that the minimum of δ(F) 

is 1. Similarly, the Hierocrypt S-Box has δ(F) = 4, so the 

Hierocrypt S-Box is able to resist against differential 

attack. 

Definition 2.  
Assume ∀𝛼 = (𝛼𝑛, 𝛼𝑛−1, … , 𝛼1)  ∈  𝐺𝐹(2)𝑛, 𝑤(𝛼) =

1, 𝑖𝑓 𝑤(𝑓𝑖(𝑥 + 𝛼) + 𝑓𝑖(𝑥)) = 2𝑛−1, (1 ≤ 𝑖 ≤ 𝑛), then F(x) 

satisfies Strict Avalanche Criterion (SAC). 

Definition 3. The distance to SAC is denoted by 
DSAC(F) and is designed to be 

 DSAC(F) = ( ∑ ∑ |w(fi(x + α) + fi(x)) − 2𝑛−1|)αϵGF(2)n

w(α)=1

n
i=1  (5) 

Obviously, F(x) satisfies SAC when DSAC(F) = 0. The 
Hierocrypt S-Box does not satisfy SAC. 

Using the mathematical model equations 
𝐹(𝑥)  =  (𝑓1(𝑥), … , 𝑓8(𝑥)), the SAC of Hierocrypt-3 S-
Box can be calculated and then, we can obtain DSAC 
(Hierocrypt S-Box) = 464 from Definition 3. 

D. Principle and Property of Hierocrypt-3 new S-Box 

Performance analysis demonstrates that the improved 

new S-Box has following cryptographic properties: the 

affine transformation period is increased from 4 to the 

most 16, the iterative period is increased from less than 

88 to the most 256, and the DSAC is reduced from 464 to 

424 using Eq. 5. 

This section introduces our new methodology to create 

a robust 16 x 16 S-box.  

1) Principle of hierocrypt-3 New S-Box 

The Hierocrypt-3 new (S-Box) is invertible and is 

constructed by the composition of three transformations: 

1. Applying the affine transformation 𝐿5𝐵,5𝐷 , 𝐿5𝐵,5𝐷  is 

denoted as follows: 

𝑋′ = L5B,5D(x) = 5B ∗ x + 5D =

 

[
 
 
 
 
 
 
 
1 1 0 1 1 0 1 0
0 1 1 0 1 1 0 1
1 0 1 1 0 1 1 0
0 1 0 1 1 0 1 1
1 0 1 0 1 1 0 1
1 1 0 1 0 1 1 0
0 1 1 0 1 0 1 1
1 0 1 1 0 1 0 1]

 
 
 
 
 
 
 

  

[
 
 
 
 
 
 
 
x7

x6

x5

x4

x3

x2

x1

x0]
 
 
 
 
 
 
 

 +   

[
 
 
 
 
 
 
 
0
1
0
1
1
1
0
1]
 
 
 
 
 
 
 

 (6) 

2. Taking multiplicative inverse (𝑋′)-1 in GF (28). (m)-1 

is defined by: 

𝑋′′ = (𝑋′)−1 = {
(𝑋′)254           𝑋′ ≠  0

         0                     𝑋′ =  0       
 (7) 

3. Applying the affine transformation again denoted as 

follows: 
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𝑆(𝑚) = L5B,5D(𝑋′′) =  0𝑥5𝐵 𝑋′′ + 0𝑥5𝐷 (8) 

The new S-Box is shown in Table II. 

TABLE II: THE HIEROCRYPT-3 NEW S-BOX [18]. 

FA 62 A0 EA 81 C9 2F 22 E5 A9 BD 1E 13 4D 65 C8 

87 17 BB 88 B8 45 57 95 F3 0B 9E D7 68 11 8A B2 

3B A8 1D A5 F8 5D 3E 8F D2 0E 80 06 54 4B 3D 6E 

F0 28 02 6D E9 63 32 23 82 1C C3 B3 15 B4 0F C7 

12 39 19 58 7C 99 A1 26 89 B7 77 C2 D5 66 73 DD 

BF 40 72 0D 4A 97 5C 2B FD BE 6B D1 44 9A 69 0A 

75 6F 70 16 EB FB BA 33 36 3F 78 21 74 2E B1 8E 

5B 7B 7A AD 4E 7E AF A4 F6 10 B5 C1 48 F1 3C A6 

09 E7 CE 8B 24 20 DE D4 9F AE 79 07 61 A2 DB 5E 

D8 4C EE ED 7D C6 71 FE 29 FF 31 C5 59 FC DA 98 

2A 6A E6 42 B0 CD 04 91 F9 14 47 27 83 34 1F EC 

2D 18 5A 76 60 E4 50 25 3A 56 03 D9 85 6C 90 E8 

41 94 92 30 05 38 84 D6 CA 51 AC 43 8C D3 A7 C0 

0C 1A 67 AB D0 F4 1B BC 8D F7 5F AA 08 46 35 B6 

00 E0 9B CF EF 86 9D 4F E3 DF E1 93 B9 E2 53 64 

7F CB CC 01 9C 2C A3 F5 52 55 49 96 DC C4 F2 37 

 

And the Hierocrypt-3 new inverse S-Box is shown in 

Table III. 

TABLE III: THE HIEROCRYPT-3 NEW INVERSE S-BOX 

E0 F3 32 BA A6 C4 2B 8B DC 80 5F 19 D0 53 29 3E 

79 1D 40 0C A9 3C 63 11 B1 42 D1 D6 39 22 0B AE 

85 6B 7 37 84 B7 47 AB 31 98 A0 57 F5 B0 6D 6 

C3 9A 36 67 AD DE 68 FF C5 41 B8 20 7E 2E 26 69 

51 C0 A3 CB 5C 15 DD AA 7C FA 54 2D 91 0D 74 E7 

B6 C9 F8 EE 2C F9 B9 16 43 9C B2 70 56 25 8F DA 

B4 8C 1 35 EF 0E 4D D2 1C 5E A1 5A BD 33 2F 61 

62 96 52 4E 6C 60 B3 4A 6A 8A 72 71 44 94 75 F0 

2A 4 38 AC C6 BC E5 10 13 48 1E 83 CC D8 6F 27 

BE A7 C2 EB C1 17 FB 55 9F 45 5D E2 F4 E6 1A 88 

2 46 8D F6 77 23 7F CE 21 9 DB D3 CA 73 89 76 

A4 6E 1F 3B 3D 7A DF 49 14 EC 66 12 D7 0A 59 50 

CF 7B 4B 3A FD 9B 95 3F 0F 5 C8 F1 F2 A5 82 E3 

D4 5B 28 CD 87 4C C7 1B 90 BB 9E 8E FC 4F 86 E9 

E1 EA ED E8 B5 8 A2 81 BF 34 3 64 AF 93 92 E4 

30 7D FE 18 D5 F7 78 D9 24 A8 0 65 9D 58 97 99 

2) Performance analysis of the hierocrypt-3 new S-

Box 

 The differential uniformity δ(F) = 4. 

 The distance to SAC DSAC(F) = 372. 

The S-Box not only affect the encryption, decryption 

performance in Hierocrypt-3, but also, it affects the 

strength and performance of the key scheduling part as it 

is involved within its algorithm which ensures the whole 

performance of the system to be increased very much. 

E. Modes of Operation 

As previously mentioned, in block cipher, a block of 

plaintext is treated as a single unit and is encrypted as a 

whole to obtain a block of ciphertext with the same size, 

thus to enable encryption of plaintext with size which is 

different from the defined size of one block, we use the 

modes of operation [20]. For achieving this goal, NIST 

have defined five modes of operation of the block ciphers 

which were standardized as follows: 

 

Fig. 3. Modes of operation. 

Some of these modes are used in MACs directly or as a 

heading block with additional blocks. Some of these 

modes of operation may convert the block cipher into a 

stream cipher in order to strengthen the effect of the 

encryption algorithm such as CFB, OFB and CTR modes. 

Some of these modes have a feedback such as CBC, CFB 

and OFB modes and the other modes do not have a 

feedback such as ECB and CTR modes. In this section we 

will present each mode of operation in more details. 

1) Electronic Code Book (ECB) 

A mode of operation in which each block is encrypted 

separately. This is the most intuitive mode of operation 

and enables encryption parallelization, decryption 

parallelization, and random read access. It, however, is not 

useful for encrypting information, since while intra-block 

data is completely jumbled, large-scale patterns are very 

obvious in the ciphertext, sometimes even noticeable by 

the naked eye. The encryption and decryption can be 

calculated using the formulas in Equations 9,10 (see Fig. 

4). 

C𝑖 = EK(Pi)                        (9) 

P𝑖 = DK(Ci)                      (10) 

 

Fig. 4. Electronic Code Book Operation (ECB). 

2) Cipher Block Chaining (CBC) 

In order to solve the previous disadvantage of ECB 

mode and make each time encrypting the same plaintext 

block should result to a different ciphertext block, we use 

an initialization vector (IV) in CBC mode. The 

initialization vector (IV) has the same size as the block 

that is encrypted. Therefore, when identical plaintext 

blocks are encrypted, different results are obtained by 

using a different initialization vector (IV) for each new 

encryption and thus CBC mode unlike ECB mode is 

nondeterministic mode. The first result of ciphertext block 

(C_1) is used as an input instead of initialization vector 

(IV) to encrypt the second plaintext block (P_2) to 

produce (C_2) and so on. The encryption and decryption 

can be calculated using the formulas in Equations 11,12. 

(see Fig. 5). 

Modes of 
operation 

ECB 

(Electronic 
Code Book) 

CBC 

(Cipher Block 
Chaining) 

CFB 

(Cipher 
Feedback) 

OFB 

(Output 
Feedback) 

CTR 

(Counter) 
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C𝑖 = EK(Pi ⊕ Ci−1), C0 = IV             (11) 

P𝑖 = DK(C ⊕ Ci−1), C0 = IV           (12) 

 

 
Fig. 5. Cipher Block Chaining Operation (CBC). 

3) Cipher Feedback (CFB) 

The CFB (Cipher Feedback) mode of operation enables 

the block cipher to be used as a stream cipher as 

mentioned previously. As well as CBC mode, CFB mode 

also use initialization vector (IV) to prevent identical 

plaintext blocks to produce identical ciphertext blocks. 

The difference between CFB mode and CBC mode that in 

CBC mode, the XOR operation is done first, then the 

encryption with the key is done but in CFB mode in the 

contrary, the encryption with the key is done first then the 

XOR operation is done. The encryption and decryption 

operations in CFB mode are the same operations, thus we 

can use the encryption block in both the encryption and 

the decryption operations of CFB mode. 

The encryption and decryption can be calculated using 

the formulas in Equations 13, 14. (see Fig. 6). 

C𝑖 = EK(Ci−1) ⊕ Pi, C0 = IV               (13) 

P𝑖 = EK(Ci−1) ⊕ Ci, C0 = IV               (14) 

 

Fig. 6. Cipher Feedback Operation (CFB). 

4) Output Feedback (OFB) 

The OFB mode is similar in structure to that of CFB 

mode except that in OFB mode, the output of the 

encryption block is fed back to become the input for 

encrypting the next plaintext block, while in CFB mode, 

the output of the XOR operation which is the ciphertext 

block is fed back to become the input for encrypting the 

next plaintext block. Encryption and decryption are the 

same operations as well as CFB mode, thus we can use the 

encryption block in both the encryption and the decryption 

operations of OFB mode. 

The encryption and decryption can be calculated using 

the formulas in Equations 15-18. (see Fig. 7). 

C𝑖 = Pi ⊕ O𝑖                   (15) 

P𝑖 = Ci ⊕ O𝑖                   (16) 

O𝑖 = Ek(O𝑖−1)                        (17) 

O0 = IV                          (18) 

 

Fig. 7. Output Feedback Operation (OFB). 

5) Counter (CTR) 

Encryption and decryption are the same operations as 

CFB and OFB modes, thus we can use the encryption 

block in both the encryption and decryption operations of 

CTR mode. At CTR mode, instead of using initialization 

vector (IV) as the case in CBC, CFB and OFB mode, a 

counter is used to achieve the same purpose of using IV 

which is to prevent identical plaintext blocks to produce 

identical ciphertext blocks and thus cannot be easily 

detected. The counter has the same size as the encrypted 

block as the initialization vector (IV). The values of the 

counter are incremented by 1 for each block. There is no 

feedback in CTR mode as ECB mode. The encryption and 

decryption can be calculated using the formulas in 

Equations 19,20. (see Fig. 8). 

C𝑖 = EK(Ci−1) ⊕ Pi, C0 = 0             (19) 

P𝑖 = EK(Ci−1) ⊕ Ci, C0 = 0             (20) 

 

Fig. 8. Counter Operation (CTR). 

III. EXPERIMENTAL SETUP AND PROCEDURES 

 
Fig. 9. Sample input data image. 

For experimental work, a program was created that 

uses Hierocrypt-3 to encrypt/decrypt a message or a file 

of any type to measure the performance parameters of the 
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Hierocrypt algorithm [21], [22]. An image sample and 

text file sample were encrypted/decrypted using the 

electronic code book (ECB) mode of operation for the 

two algorithms as seen in Fig. 9, Fig. 10 for the image 

and Table III for the text. 

 

Fig. 10. Encrypted image in ECB mode using Hierocrypt-3 

TABLE IV: ENCRYPTED TEXT IN ECB MODE USING HIEROCRYPT-3 

Input text This is a text massage to be encrypted by the 

Hierocrypt. 

Ciphered text 

using the 

Hierocrypt 

2A3A8796639D7B9E1814E821754527F3A93BC

6D448F17F3FE813CC3199FACF3930BA674A2

967C795FE42F166DACA9210 

 

As seen from Fig. 10 and Table IV, the Hierocrypt 

scrambles data with high security level to ensure no one 

can understand anything from the encrypted data meaning 

it could be used normally as one of the encryption 

standards. 

To identify the effect of using modes of operations, an 

example was made on another image Fig. 11 and 

encrypted using all modes of operations (see Fig. 12-16). 

 

 
Fig. 11. Sample image. 

 
Fig. 12. Encrypted image with ECB mode 

 

Fig. 13. Encrypted image with CBC mode. 

 
Fig. 14. Encrypted image with CFB mode. 

 
Fig. 15. Encrypted image with OFB mode. 

 
Fig. 16. Encrypted image with CTR mode. 

The second process is generally to encrypt a message 

of any type (image, text, sound) and decrypt it by 

applying all modes of operation to compare the speed and 

performance of the Hierocrypt-3 for all modes of 

operations on the same machine with same parameters. 

IV. RESULTS 

The tests showed that the S-Box plays an important 

part in the performance of the block cipher and it can 

modify its performance to a noticeable degree. The 

experiments with Hierocrypt-3 original S-Box resulted in 

average SAC = 63.19531, giving DSAC = 0.80469, and 

that with the improved S-Box resulted in average SAC = 

63.83594, giving DSAC = 0.16406, which is better and 

ensures that the Hierocrypt-3 can be enhanced by 

changing some of its blocks.  

The performed testing indicated also the modes of 

operation also play an important part when the input data 

has similarities as noticed from the sample image in Fig. 

11. The encrypted image in Fig. 12 shows that the ECB 

mode is so bad when the input image has similar objects 

and also in Fig. 16 with CTR mode. While the figures 

also show that the CBC, CFB, and OFB modes are very 

good for most situations. 

The speed of encrypting/decrypting input file of 

different sizes are made and the results are shown in 

Table V  which shows that the encryption is slightly 

slower than decryption and the time varies when using 

different modes of operation. 
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TABLE V: PERFORMANCE COMPARISON BETWEEN HIEROCRYPT SPEED 

PERFORMANCE USING DIFFERENT MODES OF OPERATIONS 

Size Process ECB CBC CFB OFB CTR 

100 

KB 

Encryption 964 

ms 

946 

ms 

933 

ms 

927 

ms 

918 

ms 

Decryption 963 

ms 

908 

ms 

914 

ms 

913 

ms 

863 

ms 

200 

KB 

Encryption 1839 

ms 

1850 

ms 

1888 

ms 

1817 

ms 

1736 

ms 

Decryption 1815 

ms 

1862 

ms 

1878 

ms 

1816 

ms 

1702 

ms 

400 

KB 

Encryption 3635 

ms 

3601 

ms 

3657 

ms 

3611 

ms 

3379 

ms 

Decryption 3592 

ms 

3566 

ms 

3618 

ms 

3644 

ms 

3400 

ms 

800 

KB 

Encryption 7128 

ms 

7203 

ms 

7196 

ms 

7432 

ms 

6804 

ms 

Decryption 7105 

ms 

7340 

ms 

7240 

ms 

7213 

ms 

6752 

ms 

1 

MB 

Encryption 9231 

ms 

9263 

ms 

9191 

ms 

9273 

ms 

8609 

ms 

Decryption 9102 

ms 

9215 

ms 

9215 

ms 

9200 

ms 

8622 

ms 

2 

MB 

Encryption 18 

Sec 

18 

Sec 

18 

Sec 

18 

Sec 

17 

Sec 

Decryption 18 

Sec 

18 

Sec 

18 

Sec 

18 

Sec 

16 

Sec 

4 

MB 

Encryption 36 

Sec 

36 

Sec 

36 

Sec 

36 

Sec 

34 

Sec 

Decryption 36 

Sec 

36 

Sec 

36 

Sec 

36 

Sec 

34 

Sec 

8 

MB 

Encryption 73 

Sec 

72 

Sec 

72 

Sec 

72 

Sec 

68 

Sec 

Decryption 72 

Sec 

72 

Sec 

72 

Sec 

72 

Sec 

68 

Sec 

16 

MB 

Encryption 149 

Sec 

144 

Sec 

145 

Sec 

146 

Sec 

144 

Sec 

Decryption 143 

Sec 

143 

Sec 

154 

Sec 

146 

Sec 

149 

Sec 

32 

MB 

Encryption 310 

Sec 

297 

Sec 

303 

Sec 

299 

Sec 

282 

Sec 

Decryption 295 

Sec 

299 

Sec 

310 

Sec 

300 

Sec 

286 

Sec 

64 

MB 

Encryption 614 

Sec 

623 

Sec 

585 

Sec 

583 

Sec 

546 

Sec 

Decryption 622 

Sec 

620 

Sec 

584 

Sec 

585 

Sec 

547 

Sec 

V. CONCLUSIONS 

The Hierocrypt-3 is a good block cipher. The S-Box 

plays an important role in the block cipher overall 

performance. By replacing the Hierocrypt-3 S-Box with a 

proposed new one, the SAC is improved and the security 

is increased. The modes of operation play an important 

part when using block ciphers to overcome the problem 

of resulting the same output for the same input every time 

which could make it so easy to attack the algorithm using 

look up table. The results show that the Hierocrypt-3 

became more secure for specific modes of operations in 

MACs. Future research should be devoted to study the 

effect of the provided modification to the algorithm 

performance and security from NIST point of view. 
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